IBM Tivoli Access Manager for e-business

BEA WebLogic Server
S5t oHAA

Bl 5.1

<|ll






IBM Tivoli Access Manager for e-business

BEA WebLogic Server
S5t oHAA

Bl 5.1

<|ll



F
|7°l ue} o] Aurt Adske AT AR Hell, [71 Fox|e] FE C [FOARE eloqirle

2320034 11¥)

o] NATL A JhATe] HWEE AR %= 3 IBM Tivoli Access Manager(F1% W& 5724-C08)¢] WA 5, del~ 1, 4
A 0 B BE $4 Yo} ARl A8yt

© Copyright International Business Machines Corporation 2003. All rights reserved.




SAl

leu-/]/\]‘g-xl' Y/ 1|

o] MY U . . L L i

P2 AXE L L L i
b P 4
Lz e
ZlE HE AWML L L L L L s
Ll M WAL L L L L L L
e e | i - 4%
ATEO] R T . . L L L L Lo
o] Aol ARSH TR L L L L Lo
T I s o
=GAA] WE W R 7éi 4

A 1AL AL .
Tivoli Access Manager Xt =4,
Tivoli Access Manager 2 WebL ogic /\‘]I:H E?g _
Tivoli Access Manager Security Service Provider Interface —TW ax
Policy % 93 ujjx].
Akl 2o o
Tivoli Access Manager 0]z ]~g_
27 9 A

A=, 7R, 271 24 71

O 00 O U1 Ol W N - B

A 2AA&AAX] ARAE L0 0 0 0 L ... .o
A== 29, . . I
gz 92 wrg &—TL/\P?P o
AR X AZELe . L L L 7
Tivoli Access Manager Policy Server. . . . . . . . . . . . . . . . .. .. .00 12
Tivoli Access Manager Authorizetion Server . . . . 74
Tivoli Access Manager WebSEAL X+= Tivoli Access Manager Plug in for Web Servers . . . . . .13
BEA WeblLogic Server . . . . . . . . . . . . . . . . . . . . . . . . . .. ...1
Tivoli Access Manager Java IEF] . . . . . . . . . . L . L . . .. . . . . ... .14
MAA] wpEAE ARRSE] AR L L 0 L L L L s s s
instal_ amwls 4. . . . . . . . . . . . . ... ... ... ... ... ... e
A FEYEIS ARgSld XL L L L L L L T
AIXoll AX] . . L L s s
U e e P £
Solarisell AX] . . . . . . . . ..o e e

© Copyright IBM Corp. 2003 i



Windowsel] A%

Al 3 g A3}

Al 1 F= Tivoli Access Manager Java Runtime Environment er/“

A 2 F-: sartWeblLogicoll thgk CLASSPATH A%

A 3 F Tivoli Access Manager for WebLogic 74 CoL
Console Extension Web Application2 AR5} Tivoli Access Manager for WebLog|c —TW
esioll 4 Tivoli Access Manager for WebLogic 74 .

A 4 F Tivoli Access Manager W9 74 .

Console Extension Web Applications ARE35}o] T|v0I| Access Manager H%—] :rW .

gl A Tivoli Access Manager S 74

Al 5 H: BEA WebLogic Server A= ARl & 74 .

WEebSEAL A& ARSSI e AR & 74 .

Tivoli Access Manager Plug-in for Web ServersZ /\F%}O:l = *P?l .
A 6 ¥ FHEY 4L x3sle] BEA Weblogic Server T AH 37014 Tivoli Ac

WebLogic 74 .
A7 H T ERE .

A 47 AdAE AR 2 AR TS .
Tivoli Access Manager WebSEAL-S ARESH A

A 5 & P Bz .

Tivoli Access Manager Authonzanon ServerOHH OIE}O]—E E /HHP“ /\}3 .
Tivoli Access Manager for WebLogicollA A8} 2 75 o] |

H5 ofZFgAleNd ARE- .

ARE H. S

33 A= 2772 policy . .

Tivoli Access Manager H$] 2H] :

Tivoli Access Manager for WebLogic 74 OHZil )

A s o
2 7k 280 /‘]%0]-— e AR = Al .
WebLogic Aol wxe] ofe]7} dyst

AgALe} Ce

el FAR H Al WY

Al 6 7 AA AAAFF
Solarisoll A #|A.
WindowsellA A|A .
AIXONA AA

HP-UX |4 A A

RE A5 T B
amsspi.properties .
rbpf.properties .
amwlgjlog.properties .

5B W owE = . ..
AMWL SConfigure -action config

iV IBM Tivoli Access Manager for e-business: BEA WebLogic Server £3+ QhilA

cess Manager for

. 20

. 23
. 23
. 25
. 26
. 26
. 28
. 29
. 29
. 30
.32
.32
. 33

©

.37
.37

.39
.39

558888

. 46
. 46
.47
.47

. 49
. 49
. 50
. 50
. 51

. 53
. 53
. 55
. 60

. 63



AMWL SConfigure -action unconfig

AMWLSConfigure -action create ream .
AMWLSConfigure -action delete realm .

BE C. FepY

A

8o1.

Apel.

. 66
. 67
. 69

.71
. 73

. 75

. 83

23

\'%



Vi IBM Tivoli Access Manager for e-business; BEA WebLogic Server 53 ¢hijA]



IBM® Tivoli® Access Manager for BEA® Weblogic Server®(0]%&= Tivoli Access
Manager for WebLogic)g ARS3HAIAl H Zi& SIFUTE o] AIF2 IBM Tivoli
Access Manager®] 71%5-S 45le] BEA WeblLogic Serverg0& ZAE ojZa)H
opds AUt

IBM® Tivoli® Access Manager(Tivoli Access Manager)= IBM Tivoli Access
Manager AlZTellx olEeiAlolds ddiske vl agk 718 AZES oY) o] A
F< IBM Tivoli Access Manager otEEiAlolde Fdete] JHL A% Fof 3
e E74AL ATt 5 £F40E dEe o5 AlIF-E e-business o127
AoldS 2k VIEQA F AZEAoNA Het policys T Fe2o= Al o
Al Aol B EFAS ARSI

Z IBM Tivoli Access Managers= ©|d Tivoli SecureWay® Policy Directore] Aj
28 o]Z9Yt} Tivoli SecureWay Policy Director AZEgo] 9 FXojlx] A}
83 ] ABE oAIFE Policy Server= F-EUT

IBM Tivoli Access Manager for WebLogic Server ARSAF QhjAlolli= BEA WeblLogic
ServerZ} 9J= IBM Tivoli Access Manager ARgoll thak Ax], 724 2 ] AAAL
ol v} sUT

0] =2 ALZA}

o] e T ARARE thde= Stk
o H3F HeAt

o HIESS Al2E At

o 1T AARE

AREARE Tl oSl & dar Qlojeof gt

- HTTP, TCPIP, FTP 2 Telnets} e Qe T

» WebLogic Server Alz~glo] ujjx] 2 3]

« QF AT FoE 23 H]F v

SSL (Secure Sockets Layer) &4l& AM8Sh= 7, SSL ZEEZF, 7] w38 Y

[e) =
7Re18), tAE EBA, o553l duE]E 9@ CA(Certificate Authority)oll thall 2 &ar

glofok Fick

© Copyright IBM Corp. 2003 Vil



0| o] LiE

o] A T} o] T JFUTh

o A1, Aol HRe”
Tivoli Access Manager for WebLogico] Algsh= Q15 2 Ak Au)=e] 78E
LB

o A 2 &, AR AAARY
Tivoli Access Manager for WebLogics Ax|gh= WhHol| thall Awshict.

« Al 34, "7 E2ap
Tivoli Access Manager for WebLogicS T-4d8k= ¥hHol s Awshich.

« Al 4%, I BT
A ofZEAloVAS ARgshE el thell Awdstar, ARE |, A s AR 3
AgArlS AFFch

« Al 5 %, “AA AAAREY

Tivoli Access Manager for WebLogics AlAsks Wiiel disl Ay

viii

ojil Ho| Tgo] F=x] ST Tivoli Access Manager Zlo|BeEg], W4 9
of & A g 7 Fo] MuS ARsIAIL. BR3 A G T Lol A

IBM Tivoli Access Manager for e-business Al Aol tigh 371 AR= ool

A 2 5 sy

|http://www.i bm.com/softwaretivol i/products/access—mgr-e—bus/|

Tivoli Access Manager ZiolBeigls= thaa} o] FAEe] glsUtt
.

o ix SIoRe] 712 gH ]|

A TERRCIETERE T

i oS TR Z=A]

ki SoRe] 1% wE A9A]]

2l HE

* IBM Tivoli Access Manager for e-business Read This First(GA30-2205-00)
Tivoli Access Manager A% 2 Ao ik ARE AlFFhict.

* IBM Tivoli Access Manager for e-business %xJ5}7] FoJ(GA30-2206-00)

IBM Tivoli Access Manager for e-business: BEA Weblogic Server B¢ QhfjA]


http://www.ibm.com/software/tivoli/products/access-mgr-e-bus/

L

I
HL
re

aEgo] ARARY, FA VA 1F A 2 BA AR e HAl AnE A

ek

IBM Tivoli Access Manager 7 2] Qhil4{(SA30-2207-00)

Web Portal Manager <IEj#|o]~5 333t Tivoli Access Manager 713 AXE
gloje] Ax] 2 1A WhHo) thell Awghct. o] e IBM Tivoli Access Manager
for e-business ¢ H<F 4] ¢hjjA1e] MEAMES|H, IBM Tivoli Access Manager
for Business Integration 2! IBM Tivoli Access Manager for Operating Systems
o} 22 7|} Tivoli Access Manager Al Al ARESE] 913 2]yt

IBM Tivoli Access Manager Base Administration Guide(SC32-1360-00)
Tivoli Access Manager AHl2: Akl tigh 7id 2 dxjol ofs) Admghich.
pdadmin =S A3} Web Portal Manager SlE#|o|2~o|X Bl2~T2 =385}
= ARE Al

N

IBM Tivoli Access Manager for e-business ¢ X <F HX] Qh}A4](SA30-2208-00)
Tivoli Access Manager 712 A E9o] 9 1 HF F4984 tigh %], 74
2 AA AAAERS AF{UTE o] e IBM Tivoli Access Manager 7] 4%]
ehjale] SHlEIICY,

IBM Tivoli Access Manager Upgrade Guide(SC32-1369-00)

Tivoli SecureWay Policy Director HZ 3.8 T== Tivoli Access Manager®| ©|
2 W@S Tivoli Access Manager M 518 J#lo]esh= WPES Amshct,
IBM Tivoli Access Manager for e-business WebSEAL Administration
Guide(SC32-1359-00)

WebSEALS AR831e] 1ok §) Eviole] xlele Felshe -jol Bt Hoehes
A, el A 9 sk e AnE AT,

IBM Tivoli Access Manager for e-business IBM WebSphere Application Server
&% ¢hiiA(SA30-2209-00)

Tivoli Access ManagerS IBM WebSphere® Application Servere}l Sl g
2], AA B A ARARRE AlEgoh

IBM Tivoli Access Manager for e-business IBM WebSphere Edge Server &%
QhJIA4(SA30-2211-00)

Tivoli Access ManagerS IBM WebSphere Edge Server ojZEA|o1d3 S5tol]
gk A2, AA 2 B ARARRE AlsTh

IBM Tivoli Access Manager for e-business Plug-in for Web Servers Integration
Guide(SC32-1365-00)



X

) AHE SRS ARESI ) EH)] BoRS 9fjk X, de] dAt 9 T

Z= ARE AFdyct

IBM Tivoli Access Manager for e-business BEA WebLogic Server 53} hjlA]

(SA30-2210-00)

Tivoli Access ManagerS BEA WebLogic Serverel E5toll gk Ax], A4 2

e AR AlFgc

IBM Tivoli Access Manager for e-business IBM Tivoli ldentity Manager

Provisioning Fast Sart Guide(SC32-1364-00)

Tivoli Access Manager @ Tivoli Identity Manager 3ol @9 ej~=19] 7|
= A|lF3lal Provisioning Fast Start Z@)de] ARg 2 AX] WPHS Aot

THER} E=M

IBM Tivoli Access Manager for e-business Authorization C API Developer
Reference(SC32-1355-00)

Tivoli Access Manager #3gF Fo C APl 2 Tivoli Access Manager AH]2~ &
27121 QlEjHlo)~E A3t Tivoli Access Manager HSRS olZgAlo)dol| F
Rke e ek 2 ARE ATRU.

IBM Tivoli Access Manager for e-business Authorization Java Classes Developer
Reference(SC32-1350-00)

g Fof API9] Java™ o] FHE A8 ofZEAlole] Tivoli Access
Manager H9FS ARSSH= ol Oisl = ARE Algch

IBM Tivoli Access Manager for e-business Administration C APl Developer
Reference(SC32-1357-00)

] APIE ARg3E] o]ZgjA|o)do] Tivoli Access Manager 2] Bjl2~T2 43
Sh= e disl #=x= FRE AR o] EAelAE ] APIS] C Fol o
sl At

IBM Tivoli Access Manager for e-business Administration Java Classes Developer
Reference(SC32-1356-00)

3 2ol API9] Java Slo] T8 ARg3}e] oZElolo] Tivoli Access Manager
e H2aE AR e ARl ¥’ 2 ARE Al

IBM Tivoli Access Manager for e-business Web Security Developer Reference
(SC32-1358-00)

CDAS(Cross-Domain Authentication Service), CDMF(Cross-Domain Mapping
Framework) %! Password Strength =5oi tieh 2] 2 2 HRE Al
it

IBM Tivoli Access Manager for e-business: BEA WeblLogic Server 53 ¢hjjA]



7l BE MUAM

* IBM Tivoli Access Manager for e-business Command Reference(SC32-1354-00)

Tivoli Access Managerst 37 Alss= B8Ry FEelE] 3l ~ayE| A3k 4
= ATy

* IBM Tivoli Access Manager Error Message Reference(SC32-1353-00)
Tivoli Access Managerollx] A/d=l= wAR|e] At A% X5 Aleduh

* IBM Tivoli Access Manager for e-business Problem Determination
Guide(SC32-1352-00)
Tivoli Access Managerell 3 B4 8 ARE AlFFuUch.

* IBM Tivoli Access Manager for e-business Performance Tuning
Guide(SC32-1351-00)

AkeAl gRI2~ER]ZE AelH IBM Tivoli Directory Servere} €7 Tivoli Access
Manager® 7%= 2ol ¥t s 24 ARE ATt

B AR
o] Hellx= Tivoli Access Manager 2to|Eeig]e} dAHE Axs Va3t

Tivoli Software Libraryoll4:= white papers, datasheets, demonstrations, redbooks
2 announcement letterse} 2-2 thFst Tivoli #4115 AUt te ¢ AR|EY
A Tivoli Software LibraryS AR & &L
lhttp://www.ibm.com/softwareftivoli/library/|

Tivoli Software Glossaryelli= Tivoli AZEgojol] #A=HAE 7|& g7} Aol=o] Q)
FYt} Tivoli Software Glossary= T X0l Fo=xt & 5= d5Uth Tivoli
Software Library(http://www.ibm.com/software/tivoli/library/)ell $J= Glossary 3=

-
£ FEAe.

IBM Global Security Kit

Tivoli Access Manager= IBM Global Security Kit(GSKit) ¥} 7.0& 53} o]
B 4353} 71%5S AT GSKite 54 Z#Eel digk IBM Tivoli Access
Manager Base CD<} IBM Tivoli Access Manager Web Security CD, IBM Tivoli
Access Manager Web Administration Interfaces CD 2! IBM Tivoli Access Manager
Directory Server CDoll X3=o] Ql5Uth

GSKit 37|A+= 7] wlojE|o)x, B-8-7108 7] & 2 2E QAL FAlsH= ] AL
25 iKeyman 7] @] FEEE gsk7ikme Aot o2 AZ& Tivoli
Information Center ¢ Alo]E9] Q= IBM Tivoli Access Manager A& #A419F &+

© oA B % gl


http://www.ibm.com/software/tivoli/library/
http://www.ibm.com/software/tivoli/library/

Xii

* IBM Global Security Kit Secure Sockets Layer and iKeyman User’s
Guide(SC32-1363-00)
Tivoli Access Manager $P3oll4 SSL BAlo] 71s3t52 Alglehs UESA ==
A2E Bl ARE 97 ARE AlEsiun

IBM Tivoli Directory Server

IBM Tivoli Directory Server, WA 52= Akgsh= 9 All#l|e] IBM Tivoli Access
Manager Directory Server CDell 3Z3F=o] Q5UT .

< IBM Tivoli Directory Servere= ool thae] o502 HE|AHlE AXES
019 A= olEdUTh
« IBM Directory Server(H3 4.1 2 WHZ 5.1)
* IBM SecureWay Directory Server(Hz 3.2.2)

IBM Directory Server ¥Z 4.1, IBM Directory Server M 51 2 IBM Tivoli
Directory Server HZl 5.2= =5 IBM Tivoli Access Manager %1 5.191 2J&)] %
LI,

IBM Tivoli Directory Serverol] 3t 71 FrR= theollA] 2ke 4= d5Uch

lhttp://www.ibm.com/software/network/directory/library/|

IBM DB2 Universal Database

IBM DB2® Universal Database™ Enterprise Server Edition, M7 8.1 IBM Tivoli

Access Manager Directory Server CDollA] Alg=]™ IBM Tivoli Directory Server

ATEZ0)9} 3 Axgutt. IBM Tivoli Directory Server, Z0S™ = 0S/390%

LDAP AHE- Tivoli Access Manager®] AF8A} B ~ER|Z AR 749 DB2= 2
ARkt

DB20| T 7 AmE theeld 2 5 iUk

Ihttp://www.ibm.com/software/data/db2/|

IBM WebSphere Application Server

IBM WebSphere Application Server, Advanced Single Server Edition 5.0 A&
3= 29 A9 IBM Tivoli Access Manager Web Administration Interfaces CD
o x3=o] dFUTE. WebSphere Application Servers= Tivoli Access Managers
HJEl= b ARRE= Web Portd Manager SlEI#|o]~9} IBM Tivoli Directory Server
= ek ol AREE ) ¥ &5 & o AE =S Ytk Tivoli Access
Manageroll= IBM WebSphere Application Server 542 2% ZQ35hH, o= IBM
Tivoli Access Manager WebSphere Fix Pack CDollA A&yt

IBM Tivoli Access Manager for e-business: BEA Weblogic Server ¢ <A


http://www.ibm.com/software/network/directory/library/
http://www.ibm.com/software/data/db2/

IBM WebSphere Application Serverdll #gh F7} ARE Tholld 2h& 4= QlHY)
=3

|http://www.i bm.com/software/webservers/appserv/i nfocenter.html|

IBM Tivoli Access Manager for Business Integration

IBM Tivoli Access Manager for Business IntegrationS E& 23 = Q= A)
0=, IBM MQSeries® HH 52 Hol £33} IBM WebSphere® MQ B4 5.3
HARE Alggtct IBM Tivoli Access Manager for Business Integratione 4=
Al oiZ Ao} Ak 715 AR8Sle] WebSphere MQSeries o}Z]Alo| o] e}
olmAlel FAAMS 7L HolHE FAT 4 =S Utk WebSEAL 2 IBM
Tivoli Access Manager for Operating Systems, IBM Tivoli Access Manager for
Business Integration®&, IBM Tivoli Access Managere] AR~ AR83h= 21 3
22 F shieiuch,

IBM Tivoli Access Manager for Business Integrationoll &3+ 371 AHH= thaol

A e 5 gk

|http://www.i bm.com/softwareftivoli/products/access-mgr-bus-integrati on/|

IBM Tivoli Access Manager for Business Integration ¥ 5.1¢f ot & A

+ Tivoli Information Center 9 AlO|Eo] Us5UT

* IBM Tivoli Access Manager for Business Integration #2] 9hjJ4)(SA30-1825-01)

« IBM Tivoli Access Manager for Business Integration &A% ¥P3 ¢hjjiA
(GA30-2064-00)

 IBM Tivoli Access Manager for Business Integration 4x[517] Z19)(GA30-1827-01)

* IBM Tivoli Access Manager for Business Integration Read This First
(GA30-2063-00)

IBM Tivoli Access Manager for WebSphere Business
Integration Broker

IBM Tivoli Access Manager for Business Integration®] 9452 ALES 4= 9= IBM
Tivoli Access Manager for WebSphere Business Integration Brokeri= WebSphere
Business Integration Message Broker, #Z 5.0 2 WebSphere Business Integration
Event Broker, ¥zl 5.00] tgh 2ot &FX4S A3t IBM Tivoli Access
Manager for WebSphere Business Integration Broker= Tivoli Access Manager<}t
Aol % g A% AR R QS FYlA el A3k B AL IS AT

1o O, i =X

oA IMS FNAY oIEeAoINS BEske 242 Pk

IBM Tivoli Access Manager for WebSphere Integration Brokerol] s+ 7} A1
£ theeld e 4 ek

AR Xl


http://www.ibm.com/software/webservers/appserv/infocenter.html
http://www.ibm.com/software/tivoli/products/access-mgr-bus-integration/

Xiv

Ihttp://www.ibm.com/sof twareftivoli/products/access-mgr-bus-integration/|

IBM Tivoli Access Manager for WebSphere Integration Broker, M7 5.1l tjigh

e ¥ B4 Tivoli Information Center € AlO]EojA] ARRE 5= Q5T

* IBM Tivoli Access Manager for WebSphere Business Integration Brokers
Administration Guide(SC32-1347-00)

* IBM Tivoli Access Manager for WebSphere Business Integration Brokers 4%]
&}7] Zol(GA30-2194-00)

* IBM Tivoli Access Manager for Business Integration Read This First
(GA30-2063-00)

IBM Tivoli Access Manager for Operating Systems

IBM Tivoli Access Manager for Operating Systems= EEg FESH 4= Q= A%
o=, 7R YA Assh= AT ol9fell UNIX AlzHlollA @3k o policy Al
g Als= AFdUth IBM Tivoli Access Manager for Operating Systems=
WebSEAL % IBM Tivoli Access Manager for Business Integrationx|% IBM Tivoli
Access Manager®] AHI~E AR8sh= AR A T shiutt

IBM Tivoli Access Manager for Operating Systemsel] 33t 7} AR = Th20llA4]

e o JFUth

lhttp://www.ibm.com/software/tivoli/products/access-mgr-operating-sys/

IBM Tivoli Access Manager for Operating Systems M7 5.12] th2- FA1= Tivoli
Information Center <] Alo]Eo] Ql5UTH

+ IBM Tivoli Access Manager for Operating Systems 4] ¢hj4)(SA30-1841-01)

* IBM Tivoli Access Manager for Operating Systems 2] Qh}JA4(SA30-1840-01)

+ IBM Tivoli Access Manager for Operating Systems &% ¥ ¢hjA]
(SA30-1842-01)

+ IBM Tivoli Access Manager for Operating Systems &xJ6}7] ol (GA30-1843-01)

IBM Tivoli Access Manager for Operating Systems Read Me(GA30-1844-01)

IBM Tivoli Identity Manager

IBM Tivoli Identity Manager M3 455 BEg FE 7153 AlFo=, ol ALS}
of AREAKEl: AREA ID B %) E FYelA Tefslal ZEH|IAY (S, ofETAlolAd,
A B 2 ARl tigk BAAE Al = FHA)E o dFU Tivoli Identity
Manager+= Tivoli Access Manager AgentE 53l Tivoli Access Managere}l 5%t
<k = AFUTE Agent Taljol] R AAIRE HE= IBM BEARIAl ZofshiAl L.

IBM Tivoli Identity Managerel]l 3t ZpAIgE FH= TheollA 2+ 5 JFUTh

IBM Tivoli Access Manager for e-business: BEA WeblLogic Server ¢ ¢hjiA]


http://www.ibm.com/software/tivoli/products/access-mgr-bus-integration/
http://www.ibm.com/software/tivoli/products/access-mgr-operating-sys/

lhttp://www.ibm.com/sof twareftivoli/products/identity-mgr/|

2aj0] ME oA

AE golrEle] A2 the Tivoli software libraryoll PDF Z= HTML 2o
= =0 syt

lhttp://www.ibm.com/software/tivoli/library]

AE o))l A5 H Product manuals H3E 24419, Tivoli Software
Information Centerol] U= AIF 0|52 o} F2AAL

ARE MEL A Ao, 2 SR, AREHE SR, Bl QA R 3

2418 I

F: PDF £42 213 739, Adobe Acrobat ¢13) thsl A=Kzl » ¢S F=d
FAIR) ol Hozlel| 97| E Meiste] IfsiAlL.

ST YM2 7S

=T =

S A2 715 Ase] AU Al Hol 5 AAIR Ado] = AREAPT &
ZEJ o] AFS ARRE 7 IES EolsUh o] AFAME BE Tss ARSI
RIE|o]2~0] AvlE EaL B o stk B3 rhe Ol 7|HES ARES
T ARRAL ClEjE|o) 0] RE 715 AR = QUL

Amegof Kigd

(= [e)

T

Tivoli Aol A7} 9= 7%, IBM Tivoli Software Supportel] F-2J3F 4= Q<5
o). T $ Alo|Eo)A] Tivoli Support H3E =2 IBM Tivoli Software Supports
s L.

lhttp://www.ibm.com/sof tware/support/|

ZA1¥e] Bagt A, T § Alo|EolA IBM Software Support Guideell Arggh 1
e AREBR] ATES|o] e oAl L.

lhttp://techsupport.servi ces.ibm.com/gui des/handbook . htmil|

9 AAe EAHe] AlZtwo] W IBM Software Supportel] #-olgh= Wby 2 the

3} pe ARE A,
- B2 9 A3

. A} &3 Fke] MspAE B AR 9w e
. AAG sl ol Lolok & A


http://www.ibm.com/software/tivoli/products/identity-mgr/
http://www.ibm.com/software/tivoli/library/
http://www.ibm.com/software/support/
http://techsupport.services.ibm.com/guides/handbook.html

o] Zofl AF2El 13|
o Aol B4 goloh 2|, LA sl A=) ol ofe] T A8F
o.

A &
o] Aol et e A el ALgEdr
A diE o] SAse ARA D OB B 99, S, S, 84,
Jva e ofF 8 QBAEE FA EAHUL

ek
HE, A2 A, xshe Holuy ol 7leeE= AU
P ATHOIA

g Yol EAsE duEe, S, 9,
#), QJslor She BlAE B olngh i 1

.

883, = oA, AlZE wA
B A DA 0| AR A

2UAAO] mE B & F=
o] Feollr= tHE] 7] B 3 W Aol UNIX 712k& AR8sith. Windows
HWHE AT 9, 3 W) $variabled Yvariable%e® v, TlE|Ee] A2
o] PN (NE A& ()E vFRAIL. Windows Al2ElollA] bash €& AM83t 7
9, UNIX 7721e AMESHIALL.

XVi  IBM Tivoli Access Manager for e-business: BEA WebLogic Server E3F QR



M1 320 % He

Tivoli Access Manager for WebLogicS Tivoli Access Manager2] Rl 7152 Ab
83}>] BEA WebLogic Server oZ2jAlolAdel] tigk AH~E B EsH= Tivoli Access
Managerel] thsk &2dut}t. BEA WeblLogic Server Security Service Provider
Interfaces ARESH 739, Tivoli Access Manager for WebLogic Tivoli Access
Manager7} #ejehe ARBAL HIAIZ-ER)E ARSst] SEloldES QISHUTh IBM
Tivoli Access Manager WebSEAL (WebSEAL) ¥+ IBM Tivoli Access Manager
Plug-in for Web Serverg AR8ste] Rk AREAL A AR 2ol gk A& Algst
S= Tivoli Access Manager for WebLogic®] HeF 7153 st 4= 5yt

Tivoli Access Manager for WebLogicS AR5t WebLogic A8 olZe]A oS
59 B HiRE WS Baglol Tivoli Access Manager Heke AR = Sl

=3
Tivoli Access Manager for WebLogicS A2xJ5F7] ol Tivoli Access Manager X
QF SRl wixJsleoF Tt

Tivoli Access Managerol] &3] 92 ARSARE B THR1S wlix[slz] el Tivoli
Access Manager HQF BES HES|oF Funt. of7joll= Bl mdlof theh 31dsk &
ofo] AlFguct.

Tivoli Access Manager 5ot mE!
Tivoli Access Manager= A9 o2 EAkH Qe W rEhlof Q= AS
A BRasl F= 93 d3k L WESYT ¥k policy ¥ £FAUY

Tivoli Access Manager= H7the] B¢} policy #21E AlZo). &3 2=, A3
tlole] Hek A #e] 71%5-S AU Tivoli Access ManagerS 3= QIETY 7]
1 ojZ Ao Al ARESH bl okdsla 2 s e 9 oiER

S s S QT

Tivoli Access Managers th2-S Al 53

o Q5 ZHUY=A
Tivoli Access Manager= 15, 718 1%, &2 9 HTTP 3ltlE X33 39
Q15 WAVES AL

o {3 ZEdel=
Tivoli Access Manager= A%t policy #2lE 918 Z|U¥IE Algshict. A
policy= T¥olA #Ae|= QEzejol= Ae] dMl2~ A8 AHow A )

(K

_ﬁ
[H

© Copyright IBM Corp. 2003 1



Hyth Tivoli Access Manager A3 AJH]2~= A] Tivoli Access Manager A1H
2 A EstE|(third-party) olZlAlolAY] Az~ @Al et 58 2 AFE AA
[S1=4

WebSEAL-E $) 714k =} thgt Tivoli Access Manager A+ X< #=jAQUT}
WEebSEAL-S 135 ) Ao MEske Heks H8sl= 34d% HElZEE 9 AHY
Utk

Tivoli Access Manager Plug-in for Web Servers= Tivoli Access Managers} 5
galo] g Aele) A WMok S2UE AFFICL o] Felude g Auig BUR =
2Alze] BER ARl RRlehe 7 87 JBWIESIaL A3 Z4o] Q3R] o

ne Axste Pashd AR} 1 4TS AEghd

AN

Tivoli Access Manager Plug-in for Web Servers 2! WebSEALS =T} A= ARI
2 EF4LS AFsia 9 olZEAlold AE A1 H]L policyell TAIE o+ 9
suyh

IBM Tivoli Access Managerell thgt BAS ARSI vix] Z24S Y= b FQ3H

ARZ I35l Tivoli Access Manageroll tiall © #AIEHA vile = Jssuth o]
o] Moll= A Tivoli Access Manager #412] HSo] E3=o] 5T

Tivoli Access Manager X WebLogic A|H{ S&}

2

Tivoli Access Manager for WebLogic, H4 5.1.& the-2 A3t
* BEA WebLogic Server ¥zl 7.0 SP2
* BEA WeblLogic Server 14 8.1 SP1

Tivoli Access Manager for WebLogic M7 5.1-2 SSPI(Security Service Provider
Interface) = AR&3le] BEA Weblogic Serverol] tigh 4] Bet ZHUasS Al
Tt

= Tivoli Access Manager for WebLogic W% 512 BEA WebLogic Server A}
|21 o] S A US| 25U BEA WeblLogic Server ARgAl 2] HQ
o thet A& Tivoli Access Manager for WebLogic ¥ 4.19] sFEIUc}

BEA WebLogic Server= A=3}E](thrid-party) X <F AlEAH<ll: Tivoli Access Manager
for WebLogic)2] SSPIS #l|lg3led zMp1e] Hel 7153 BEA WeblLogic Server 7+
Zo| e8] FAYCH

IBM Tivoli Access Manager for e-business: BEA WeblLogic Server 53 ¢hjjA]



Tivoli Access Manager Security Service Provider Interface 72AM2

A
el nd

Tivoli Access Manager for WebLogice 2Md¥ 712 Kl HHelE ZF BEA WeblLogic
Server B2t TRl wraL TR > BEA Weblogic Server Rt Al ZAE A
U

« F A

AZAF

° 0_311 U

- d

LA

<

0_\: ol

AEA

Tivoli Access Manager for WebLogic2 713 BEA WeblLogic Server @3 A1
WY BOk ATA R R FI2EolE AL

ol yde 2+ AlgAE 53k WebLogic 285 B3l 74 893S & 4 I sh=
Management Bean(MBean)< X3HguUt) ofgfe] Hode ol 2z AlgA
MBeano| Algsk= 715l sl 28] Aot

Tivoli Access Manager= th 5% A5l BEA WeblLogic Serverg A E3Uch.

OIF MSAt

Tivoli Access Manager for WebLogic {15 Al3AR= BEA WebLogic Server T
A= TS T ?JZ*’HH AREARE AREAL olF B kS x9S ARESIe] BEA
WebLogic Serverol] T3] JISslH= A=E YUth Tivali Access Manager+= Tivoli
Access Manager Java ‘?dE}%‘ THRAE ARSI o] ARBAL olF B S E S
[81=3

Tivoli Access Manager for WebLogic 5=3F WebSEAL == Tivoli Access Manager
Plug-in for Web Servers A2 AR 2 752 | AREERE A 291 B
S AZFUH e AR & 715 AR 7Fsll 1‘416* AR (37 Ho1x]e] Al 4
B2 ARL 2 AR 7RsIpl E30) QiU

Tivoli Access Manager for WebLogicoll T3t Q15 AlsAE 2] 7484 = oF
oA Ut
« U5 AA

IBM Tivoli Access Manager for WebLogic Server 215 Al3AE WebLogic X

b Tl TR

« JAAS(Java Authentication and Authorization Service) 27191 B&

o ‘31 AE AR 2 JIFS FHdUS JAAS E%1 BE2 JAAS EFo| AR
F A AR R AR FAE 2@ Tivoli Access Manager for

o

A1A LA 3



4

WebLogice #H| 2% 258 Agshk=tl, o] &2 Tivoli Access Manager
Java HEIY] A4S AME3le] Tivoli Access Manager Authorization Serverol]
el QST

+ 25 MBean
WebLogic &&5 B3l 5 AlgAE 74T + =5 duth =3 ARAPL
Tivoli Access Manager for WebLogic & &2 Algslo] ALSRE F5kaL
Al AR 22 AR HIRI2ER] dE] H2TE TS T =S JUoh

st MISK}

U+ AlFAR= BEA WebLogic Servere} 95 H3 A2~ 7H| QIEJH|o|~5 Algst
Ut A3 Al3AR= BEA WeblLogic Server ZFol] tigk A2} 3185 =R] =
AREEA] ARE FEFRT HA|2 2GS Tivoli Access Manager Java SIEIY]
HQAE ARg3le] BallEl PDPermission S~ ARg3le] 2M3EUL)

Tivoli Access Manager for WebLogicell thgt gt Al gA= ths 7AH/AZ o]F
1% AU

- A AFA

B3 AFAZS WebLogic BeF Z#|d=0l S3A1%14t}. Tivoli Access Manager
for WebLogic #3+ Al3AH= BEA WeblLogic Server Aol thal AA|~Z Ao
& #nt ofujg} Tivoli Access Manager @HAE -FX1of| policy wix| 2 Tivoli
Access Manager S BHAE F71ol|A policy Al7E A2t

« A%t MBean
WebLogic &5 &3l gt AlsAE 748 o =S dUth. Weblogic &
< B3 policy 24 2 249} e 221S R 53F 4% Y

A W AgAe LS dEjeke vl AH8E= BEA Weblogic Serverst )% ¢
gk ARl 1o IEjFo|l=E AlFske Hl AU 9 g Al A3 Al
Ak} AR policyH s & & FUC

ez}

=

F ms) AEARs gRea) 2o A QAT ool Qs

W3 AEA

ek

g
O_:]]
o W A ZAS WeblLogic HoF Zgde=ol] 317Ut Tivoli Access
Manager for WebLogic & W53 Algah= o] x| 2 A gt 2=
7Yt
© S ¥ MBean
WeblLogic &&2 &3l 92 93 AlgAs 748 & =% itk WeblLogic
FTES Bl IS Al Y Y 2 B BAIshE A A& 22k St

5% 539 4% UL

IBM Tivoli Access Manager for e-business: BEA WeblLogic Server 53 ¢hjjA]



Po|icy al O:I%I- HHil
Policy @ &S Hllx| t)2~age]o)] AeJsbAvt WebLogic 248 B3l 2438 5 9l
FUth REE ofZEiAlolde] wix] Al, ofZEiAlold wix] tlHE el BojH o
st 2 policy:= Tivoli Access Manager H& QBAE F7to g wi=guUr},

Tivoli Access Manager #2] f22JE]Q] pdadmin == Tivoli Access Manager Web
Portd ManagerS A3l policyS 2HE = ot =88 == gl5Uth Tivoli
Access Manager for WeblLogicS /\]~9~o]—— BEA WebLogic Serverg ARkl A
ol Tivoli Access Manageroll & 714 71% policy7} ZHd=]o]of gt} o)== Tivoli
Access Manager for WebLoglc T4 & ¥gUt} Tivoli Access Manager for
WebLogic 7ol tigh AlRtakake- 23 Flojx2] Al 3 & [7+4] ZFaHPl vk <5
o,

Kol o ofgt
BEA WebLogic Server= o8] 7o) Az o2 2 #3S AHoJshy, =% Tivoli
Access Manager for WebLogicell 2Jall gyt 2& A 732 Tivoli Access
Manager for WebLogic Wollx] 5 Zow 715528 BEA WeblLogic Server

o] 3% dyl~gow AAFH Al A FEE AFsoE APyt
RE Y 7ol thell Fed policy ® 93-S Tivoli Access Manager 25 QH
AE FXol| T3 WA o= ARt

A HeER] ol x|Ysl= BEA Weblogic Server ARl E2-2 o2} Ut
- e A

+ olFEAold A
COM =}

e EIS A

* EB A

+ JDBC =

« IMS A

. e A
 URL =

o 9 Al A

Tivoli Access Manager B& QBAE F7lollA AL thsS 2oz FAFHYL

/WebAppServer/WLS/Resources/wls_domain/wls_realm/resource type/Details

Tivoli Access Manager H& QHAE F7lolA ke s oz FAIFHUT)
/WebAppServer/WLS/Roles/wls_domain/wls_realm/role_name/AppName

A1AFAsaMLA2 5



6

o= Tivoli Access Manager R & @ BAE 7o o] Tivoli Access Manager
for WebLogice &2 739 54 1S ARSs e8] 7488 o UssUth webA
%= BEA WebLogic Server 3 7[g} ojZgAlold AME L3 Tivoli Access
Manager =H|Ql ol 748 = dFUT ol BE ofZ2Aleld AW F39 4
2 policyell et g SRS 2 = =S Fuok

Tivoli Access Manager 0I5 Al

Tivoli Access Managers ARE3I] 9 ARgAl B Ul AR g 1S5S A
& & JFUTh L ARgAlel| TSk 152 WebSEAL = Tivoli Access Manager
Plug-in for Web Serverse] A= ARl & 7]5ol o3t o] UESZ Het
< 18 WebSEAL Z+= Tivoli Access Manager Plug-in for Web Serverss 53
QL ARgAR] WA~ @S FAIBR= ZF WebLogic AR Ui ARgAle] A~ @
e AeskA] Holol Ut ths Aolx= - ARSAReF WiF AREAL Bl s
IS Aefsle Wl s Atk

WebSEALS Al2510{ 2= AR} 0I5
ol Tlolo#e BHE Ao HHrslEs R ALgAte] QAL Auehs RS
Rt

PIE A2 X} WebLogic Server
o= L
— o
J2EE
HEZzHo0l&
B Xl
CIA3EH
A ) A
1 Tivoli 3 WebLogic A
> Access Manager L INE=DNS
WebSEAL 248
e WebLogic
SN Access
Managers
B
4
Tivoli
Ac:gﬁ:yM;;:gfr 5 Security Service Provider
AT I XIAED) Interface
Policy Cfl O] E4 8l 01 2

28 1. Tivoli Access Manager= 2% A& gt A= ARl & QS-& At

The E=ollxie 919 8ol A1 Z2A1 2~ thsf Aot

1. 9 ARgAPT 25 Ao thek AMAE 2 4TTE WebSEALS dlEjZe}ol=
o] Hek HIESF So7k] ol 84S Ao

2. WEbSEALS ARgxle] @48 IEfMESI Tivoli Access Manager X< =9l
AN G AREAE JISFUH

IBM Tivoli Access Manager for e-business: BEA WeblLogic Server 53 ¢hjjA]



WEDSEAL S AREA} o]2 T ola Q1A AR&A} o]= 3 RSA SecurelD
AREAE o] Q1T A USRS QT HasE Addunt
WebSEAL2 24% URL 2 Tivoli Access Manager 2342~ policyell we} A}
A B AHe A8t WebSEAL-S ARkl A f-84, ARE 2 Qs
HAUS)S 282 + AdFUth

3. AREARS] URL 8£4o] At Fofel 3, WebSEALS o5 WeblLogic AHZ 2
U 2ol 9% ALSAL olBs} 71 QS S o] B4 el 23
Ut} &5 S+ sso_useroll 431 Security Service Provider Interface’t
WebSEALS 84 cejlo®m IRId o= Sl== gt
sso_userol] thh A grs= 3 slox|e] Al 3 A [ RS FashiA

o

.

4. WebLogic AH= Q155 AREA} IDS} 9465 Security Service Provider Interface
2 FrsiAl dgdhch

5. Security Service Provider Interface= Tivoli Access Manager Q15 AHI2E AL
83l WebSEAL®] Algdt ¢Fsr} ol AHE sso_userol] ths S0kE 959l
A ASPUS S, ©] dE= 84 e2xlo] WebSEALCRR= AlHE 7IE=2 &
Ut

LIS ARAL Q15
ofele] Tolol Ao U ALAT WebSEAL i Zd19) B9k FalA o
T BE AR sl AR 8RS Hefske mEe Belguc

LHE At WebLogic Server
oIz i
J2EE
HEcAo1E
B X
ClAa3agH
1 _ A
WebLogic
=P
E
2L WebLogic
St X Access
Managers
2
Tivoli
Acces_s Manager 3 Security Service Provider
Policy Server Interface
Policy G0/ 48|01 A

73 2. Tivoli Access Manager Custom Realm& W2 ARgxle] Q1=S AlFghr}.

Argapaae 7



e B0k 9o} Tgle) EAE mRAlo) o) Amehid.

1. U5 AR B Aol tigh AM~E 83T

2. WebLogic AR&A} Q1% REo] AkgAle] IDE Security Service Provider Interface
2 B2y

3. Security Service Provider Interface= %5 24& AReAl dR=EZE BiY
=3
Q1=o] 255H, Security Service Provider Interface= o] ARgA} o]2-2- Q&
AREAFEA WebLogic ATHE 2jeigct,

4, 84S P FoJslr] 9lsll BEA Weblogic Servers A Q1EH ARgAHoIE
Hiho] Fomx] eF2)yF a9 Aol WA 7 UAeF AUo] FoAHI=A]
B2 wsl= Tivoli Access Manager for WebLogic #3t AlZalollA] 233
Ytk
A= ARdol] iRl AM2T} Hojd ke deisial 3] IS ARSAPL o]
3t o] RAE=A] RS AASH= Tivoli Access Manager Authorization
ServerolA] EZ3te] FHEHUCL

N
& ol

Tivoli Access Manager for WebLogic WellA 272 Tivoli Access Manager Java
HEIQ) QA ARSI Bl IBM JLog 2ol oJs *J2lguUch Tivoli Access
Manager for WebLogic % Tivoli Access Manager for WeblLogic} 37 3542
JLog 54 ¥4 BEA WebLogic Server 27 Fe~E AMSSIEE AT 4= I
Yt} o]=2A 3P Tivoli Access Manager for WebLogico] WebLogic 271 319

SMIES 2 2T 5 gk

AR, 718Y, 37| =¥ 7154

8

Tivoli Access Manager for WebLogic2 Tivoli Access Manager Java $1E}] S
25 AR831] Tivoli Access Manager & QEAE HoJguo]~ E AREX} HX]
2EZES ZARITE - Tivoli Access Manager for WebLogic iA1= <A~ A
Aol tig %5 e AFFUTh

Tivoli Access Manager Java HIEFY) S¥l2~= Tivoli Access Manager Authorization
Server 05 BE Y3kt 1xF Authorization Server7} €AFE 739 231 A
of tigk &7 HE+71 AFs A

A,
%ﬁ
rlr
o

e BA| acld 2 Tivoli Access Manager for WebLogic SlElOIE
HE AH|IAE ARk AUtk

IBM Tivoli Access Manager for e-business: BEA WeblLogic Server 53 ¢hjjA]



M2~ AL Tivoli Access Manager for WebLogic? 3] Al 3=+ Tivoli Access
Manager Authorization Server QIE}|EHE AH|2~ XE= Tivoli Access Manager
Policy Serverg ARgsle] 731&d = U

Tivoli Access Manager Policy Server 748 2luf 2 A%59] &) Z]%‘é A W
of HIZE SPFARE ARgafiofF YT QIEIEHE AH|2s ZR2YAM S04 AL
SET2 Edsp) MEUTh AAE -2 39 #lo]x]9] [Tivoli Access Manager|
[Authorization ServerollA] QIEJOIEHE AMulx ARSI Hz3MA L.

A1Az) LA 9



10 IBM Tivoli Access Manager for e-business: BEA WebLogic Server &3 ¢hilA



M 2 & &x| x|AAFS

o] e thy FAR FAH

[9ss ERE]

« (022 g wies aA

« [12 o] TAF A 2ol

» [14 o ] [2EA] vPEAE AME3Ie] BA]
- [17 FeHe] TN FEefee ARgste] 4]

X2izl=

| .
[ =

Tivoli Access Manager for WebLogic, H& 512 the-& X|U3hch
* BEA WebLogic Server H# 7.0 SP2
* BEA WeblLogic Server HZl 8.1 SP1

Tivoli Access Manager for WebLogice ©] Zejxof tigh ARgAl Ao] H91E A
3] esU) thal, o] E9ke BEA Weblogic Server SSPI(Security Service Provider
Interface)E AL}

Tivoli Access Manager for WebLogicS the & AA|ollA =g Th

* |IBM AIX 5.1

* Sun Solaris 8 ¥ 9

« Hewlett-Packard HP-UX 11.0 @ 11i(BEA WebLogic Server ¥z 7.09H
* Microsoft Windows 2000 Server 2 Advanced Server(AH]2~ 2 3)

= Tivoli Access Manager for WeblLogic2 Java 2 Security Managers AR8-51
Aefsh= Al2ES 29T} Java policy Y-S Java 2 Security ManagerA
=4 Zewoly} A-feks Hl Bad ARS T3sF 2zegolel W AZ
Sl=

ClAa3

U D2 2TAR

Tivoli Access Manager for WebLogic®] ti~= 2 wxg] Q7ARRS a3} 2<%
[31=2

* 64MB RAM, 128MB #75H

© Copyright IBM Corp. 2003 11



BEA WebLogic Server 2 7€} Tivoli Access Manager 74840l 249 I
g oleloll P Wimel AUtk 371 64AMB RAMS 714 A58 23}t
+ Hl AREUT
Th2 Tivoli Access Manager 14840l Hash wing] e TAE A2 A
A€ Tivoli Access Manager 78840 w} eyt 2R “8H+= IBM Tivoli
Access Manager 71 Hx] QRIS Z=Z3HAIL.
* 2MB Y= 33t 4aMB #3H
BEA WebLogic Server 2 7[E} Tivoli Access Manager 14840 E 3k t]x~
A 3XE olelel| FUt= Fagh XUt
« 27 9ol el 5MB tl~= FXE
o= AZESo] Q4 BR3E HT

o

2b ollol] vl W U

o}

ARM x| 2=E90]

12

Tivoli Access Manager for WebLogice] AXE $hgsld v 28 AR X
AzEo7h Fadhct,
[ Tivoli Access Manager Policy Server]|

13 7|19 [Tivoli Access Manager WebSEAL == Tivoli Access Manager|
Plug-in for Web Servers]|

13 #o]A]2] TBEA WebLogic Server ]|
14 #|°012]¢] [Tivoli Access Manager Java =1E}]]

Tivoli Access Manager Policy Server

Tivoli Access Manager for WebLogicg AxJ5}7] Zo|| Tivoli Access Manager X
2t =mRle AAsof ot

Tivoli Access Manager Policy ServerZ 43x/& uj Tivoli Access Manager B+ =
Qo] AUt} o] Policy Serveri= AREAF =% AAle] IBM Tivoli Access
Manager Base CDollA HjZgUt}.

AR o =2 Tivoli Access Manager Policy Server= Tivoli Access Manager for
WebLogice HEsh= Al=Jld thE Alzglel] AAguUT

Tivoli Access Manager Authorization Server

Tivoli Access Manager Authorization Serveri= BEA WebLogic Server 2 Tivoli
Access Manager for WebLogico] AX]E A3} sUsE S Eof AX|=|ojof ).

Authorization Server== BEA WebLogic Serverel Tivoli Access Manager #gF A
H|2~of thak AAN~Z AZT). Authorization Servers BE3F 4w %5 glics
Adsh] $1d 27 9 1A 294 AW 98 Juoh

IBM Tivoli Access Manager for e-business: BEA WeblLogic Server 53 ¢hfjA]



Tivoli Access Manager WebSEAL tt= Tivoli Access Manager
Plug-in for Web Servers

Tivoli Access Manager WebSEAL (WebSEAL) 2! Tivoli Access Manager Plug-in
for Web Servers(Z2171%1)2 Tivoli Access Manager for WebLogico] AR8gH 4= Q)
= ¥ 7 HRE AHIAE AlFFUTE ol ofZEAlolde]l Hx] ¢sEW BEA
WebLogic Server 7= ARl & &7 Algshs o AR = dFUH

WebSEAL =+ Z2]71¢18 Tivoli Access Manager for WebLogics 2x517] $J3k
AR AR AZESo7} opduUtt. T8y A AR & £RAAS 87 el
L3k

WEebSEAL = Z2T8le] oigk AXx] zAJALE el tisiA= IBM Tivoli Access
Manager for e-business ¢ 29 4% QhME xS HIAL.

WEebSEAL = 7]E} Z2A] AHE A3l BEA WeblLogic Serverd] 343 7
-, o] Z2A] A7} BEA WebLogic Server B3 ko) |l zsh= AbgAle] v
odgt AR BRIsNoF STk N2 A|SkslEH BEA WebLogic Server 912 I
S 2Pdsliof gt o2 eI ARSSHH AI~E ARkl ] 913 g2 ARBShE
A HIESZ giollA AR Badh 4= Jsuth 2 e A4l thigh AAIRE U]
8- BEA WeblLogic Server #4118 ML

BEA WebLogic Server
Tivoli Access Manager for WebLogics $~ESH Al2~Hlo]] BEA WebLogic Server
7} Ax) 2 FAd=]ojof St BEA Weblogic Servers= startWebLogic H&-S A
83t AR

BEA WeblLogic Serveri= AIXE #|9J3 2E 2|9 Z230| H L3l Java Runtime
Environmente} $H4] EalEUt) Tivoli Access Manager for WebLogics 5LsH
JRE(Java Runtime Environment)E ARE-3tUTh BEA WebLogic Servere] AXE ¢+
3P JRE®) that Tivoli Access Manager for WebLogic AA|Z2=AS =A17Ut}.

AIX2| IBM Java Runtime Environment

AIX AlzElolA BEA WebLogic Server 7.02 AR&sle™ Tivoli Access Manager
for WebLogics &2~E3 A|2-Hlo]] IBM Java Runtime Environment W7 1.3¢] A4
Z|=jojoF FUTE AIX AJl2HlollA] BEA WebLogic Server 8.1-2 ARSI Tivoli
Access Manager for WebLogicS 2E& Al2-Hle] IBM Java Runtime Environment
WA 1.47} Ax)=)ojok ct. Tivoli Access Manager for WebLogicS o5 5
3k MZz12] Java Runtime EnvironmentE ARE3HUTE.

A 2 #4234 A 13



Tivoli Access Manager Java ZIE}2]

Tivoli Access Manager for WebLogicS &2~E3H A]2Elof| Tivoli Access Manager
71%-2] Tivoli Access Manager Java HEF] Mz 51 3& Ax] 2 F4sloF 3
=4

Tivoli Access Manager Java HENY] 348 Java 7]HF Q1= 2 #3l 7158 Alast
Ut} Java Z8|22= BEA WebLogic Server’} AR83shk= JRE(Java Runtime
Environment)E &3t

Tivoli Access Manager for WebLogice $~E3F A]2Hlof| Tivoli Access Manager
Java Runtime EnvironmentE 43F7] Holl Tivoli Access Manager X9t TS

Slsllof Fuick.

Tivoli Access Manager Java Runtime Environment= 7} A &l= & Aol o
3k IBM Tivoli Access Manager Base CDoll oJal Hxllguct. Aol gk zpAgk
8-S IBM Tivoli Access Manager 7] %] ohjjA1Z s L.

EX| OfHALE AR2510{ X

14

— 39
o] Ax] mpPAR= BEA WeblLogic Server, A 7.02] 713 2] 9x]ol] thafA
7l Atk BEA WeblLogic Server, M7 8.1% AMgaR= 7A$, 17 slo)A]
o] T RERlElE ARSsle] AR AMAKRS maii L.

install_amwls A2x] vpHARS TS AR AS -3l A= XSk 4351 Tivoli
Access Manager for WebLogic Server Al=Hle] 278 tkesialgiuc)
* Access Manager Java Runtime Environment

* Access Manager for WebLogic Server

install_amwls "PEARS- AR5k Tivoli Access Manager for WebLogic Server A
2HS ARJekar 38k v TAIE WEAA L.
1. Tivoli Access Manager #|A|2~Ez2] A4JH, Policy Server 2 Authorization Server
£ o] EHle) 28=A] ERIsHIAL.
2. BE= 9% 9 AR AP AAEEA] ERISHIA L. AR BEE |11 #)
PR (A s SAENe FxshiA L.

3. IR ol2le] tE o= AE) B WARIE B x| vpPALE Adist
7] Zof] Aol A 7RIS AAeloF It
4. o] AJ2=Elo] BEA WebLogic Server} Ax] 2 FA=]o] ¢lar BEA WebLogic

Server TH|QIo] ZIEIEA] SRISHIAIL.

IBM Tivoli Access Manager for e-business: BEA WeblLogic Server 53 ¢hfjA]



5. Windows A]2-Eloj|x] A8 =] =

6. BEA WeblLogic ServerE AlZRISHIA L.

rln
E
)
o
;
ol
=
>,
to

UNIX /WLS install _dir/user_projects/domain_name/
startWeblLogic.sh

Windows
C:\WLS install_dir\user_projects\domain_name/
startWeblLogic.cmd
7. BEA WebLogic Server WebLogic_install_dir/server/bin TIEIEZ|A T}
& ~IYEE A5l CLASSPATH 2 PATH w4E 443 & WebLogic
jarss CLASSPATH, bin ¥ 1ib TEEe]el] F75HIAIL.
UNIX .setWLSEnv.sh

Windows
setWLSEnv.cmd

AAx] nPHALS Al3is)7] Aol BEA WebLogic Servere} s #l|la% Java A8
o] Al2-El] HZ2olA W hol] UEA] FRIBHIAIL.

8. AlX, HP-UX(BEA WebLogic Server 7.05h), Solaris 2! Windows Z5-8 Tivoli
Access Manager Web Security CD2] FE talEg]o] = ingtall_ amwls
23S A8salAl L. BEA WebLogic ServerZ} 712 2ix]e]] Adx|xlo] 9IA] ¢
O, t HHEE ARESH] AR vPHARE AsisioR it

install_amwls -is:javahome path

o714 pathi= PPEARE ARERE XIS Tk o] ARSEE jred] HXIYUTH

.

T

a rds] 71 Ax 3ks gAA2AY A AXE 98 install_amwls.
options.template U= ARSE F JFUTE 83 BE 3hs XA
BR 7hehe) THele WREHIAL.
« 71EHES FAXEE T HES ARSSHIALL.
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x| a2 7500] AMSSPIProviders.jar I}4S- /bea install _dir/weblogic/
server/lib/mbeantypes TJEIEZ]ol] BARIE=A] H7dsHIAIL. o] &g &)
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Tivoli Access Manager WebSEALS- AR851] BEA WebLogic Serverel t
3 AF AR & ARIAE AlFskEE (32 Ho)x)e] [#] 5 3 BEA Weblogig
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3. IBM Tivoli Access Manager Web Security for AIX CDE CD Ezfo|Ho] Yo
AR L.
4. 4 mEmed) U WHS PPN

installp -acgNXd cd mount point/usr/sys/inst.images PDWLS

F. Ax] zZ3o] AMSSPIProviders.jar 3WU-S /bea install dir/
weblogic/server/1ib/mbeantypes TEEZ]c)] BARIER] HAGMIAL. o]
gEg]e] sl uldo] EASHA| &S 73 Jamwls_install_dir/1ibolA 4=
To= IYS BARMIAIL.

5. 7% thS Tivoli Access Manager for WebLogicS T3aH4<. [23 #o1A2|

Hl 3 & 174 AR olasshire

HP-UXo] &dX|

2]
HP-UX Z#3Zo) AXgk u Tivoli Access Manager for WebLogicS BEA
WebLogic Server M7 7.00 tisiAet LU

Tivoli Access Manager for WebLogicg o] x| 2 G435 Aefjoll A thA] Adxs)
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2. Tivoli Access Manager 71¥9] H FAHRAE E3I3F AR Az AZEY 07}
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# swinstall -s /cd_rom/hp PDWLS
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[Al 1 ¥ Tivoli Access Manager Java Runtime Environment —"r“é.ﬂ|

« [25 Ho)R2] [A] 2 ¥ sdartWeblLogicell 3k CLASSPATH 44|

« [26 Ho]x]9] T4 3 H-: Tivoli Access Manager for WebLogic 743 ]

« [29 Ho1Ae] TA] 4 - Tivoli Access Manager *H$] 73]

« [32 HAlo1Ae] [A] 5 ¥ BEA WeblLogic Server A= AR £ 74|

. [34 HoIX19] [A] 6 i Fel>HE $73S ¥351°] BEA Weblogic Server th|
(A9 3ol A Tivoli Access Manager for WeblLogic 74 ]

- 34 SeAe] TAl 7 % T4 §E]]

o

o

= o] Hollx= Tivoli Access Manager 7|3 A Q40 7448 Z3Fl] Tivoli
Access Manager for WebLogic 2 AR Ax] AZE ]S HX|gE Ao= 714
T}, o] AZEolE MRJEkA] Ptom (11 Flojx]e] A 2 A [4X] AAAEEH)|
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M 1 5. Tivoli

Access Manager Java Runtime Environment 3%

Tivoli Access Manager Java Runtime Environment:= Tivoli Access Manager for
WebLogic®] AR Ax] AZESOIJUYT] Java Runtime 74 84E S0l2A] 733
oF BEA WebLogic Server 915 74 < Us5Uth Tivoli Access Manager
glZ]E] pdjrtecfgs AR831] BEA WebLogic Serverolld ARgEl= JRE(Java Runtime
Environment)S 7JAIGIMIAL L. T3 Al2Elol] o7 Java TENJC] X3k 79, BEA
WebLogic Server’} A8+ JRE(Java Runtime Environment)E- AR85}e] pdjrtecfg
FEEEE Adfsk=A] ARIsHIA L.
1. Tivoli Access Manager 71¥ JRE(Java Runtime Environment)7} AX|%|0=A]
RIS L.
AAEE AR (12 Fo]x|) TARK] A AZESA S HEsHiAL.
2. BEA WeblLogic Server WeblLogic_install _dir/server/bin TIEEZ]oA T}
& 2IHES 48¥ske] CLASSPATH % PATH ®IS-5 A27%3 $ CLASSPATH,
bin & 1ib TJHEZ]e| WebLogic jarsg F7IHIAIL.

UNIX .setWLSEnv.sh

Windows
setWLSEnv.cmd

© Copyright IBM Corp. 2003 23



24

ezInstall-S 2188517] el BEA WeblLogic Serverel 34 A3 Java A3 w4
o] Al2El] ZRox wl el A=A FRISHIAIL.
3. Tivoli Access Manager Java Runtime Environment= BEA WebLogic Servers}t
A AFEAL AX)E DKol thsll 7= ojoF dutt. ol sl that 2
o] AL,
a Tivoli Access Manager %] ZAZoA THEZE sbin TP EZZ HF5H
AL, oE E9, ot ZEUT

UNIX: /opt/PolicyDirector/sbin
Windows: C:\Program Files\Tivoli\Policy Director\shin

b. TR o] pdjrtecfg HE-S APsHA L.
pdjrtecfg -action config -host policy server_name -java_home java location
o3714 java_location> BEA WebLogic Server Java Runtime Environment2]
clelEg] AUk tEele) Sixe et ek
Windows
BEA WebLogic Server M3 7.0
c:\bea\jdk131 ob\jre

BEA WebLogic Server 7 8.1
c:\bea\jdk141\jre

Solaris, HP-UX
/usr/local/bea/jdk141 03

AlX
AIX A]zEHlo|x] BEA WebLogic Server 7.0 IBM Java Runtime
Environment M3 1.30] E a5la1 BEA WeblLogic Server 8.12 IBM
Java Runtime Environment WZ 1.47} 3t} pdjrtecfg =&
o] -java_home 342> AIX AlzHlol| Ql= JRES] A $A= A4
Elojof Sttt BEA WebLogic Server Wzl 7.0
/usr/javal3l
BEA WebLogic Server HZ%l 8.1
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T

1) BEA WebLogic Server 8.1 Ax|9] pdjrtecfg fFeelEl= jre/1ib T
E79] jsse.jarS vpgUYCh o] 3} Tivoli Access Manager Java
Runtimeo] 743 3iA12 o thA] LJel= Huot

2) Sun vl4d JREES 74 wl, 77do] Aulisl2E pdjrtecfgs thshd] ==
2 A3 pdeonfig FEEEIE ARSSIo] RES TAJ8HA PRiAl L.
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UNI X
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Windows

C:\amwls_install directory\1ib\AMSSPICore.jar
C:\amwls_install directory\1ib\rbpf.jar

startWebL ogic &3-S BEA WeblLogic Server x| Er|le] tjalEg]dl] Qi
Ut} 2 %09 A9 thest gy
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Windows
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UNIX
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bl =2 Fxshiie.

Console Extension Web Application2 A}25|0] Tivoli Access
Manager for WebLogic 1A
1. BEA WebLogic ServerE ARSHIAL.
UNIX /WLS install dir/user projects/domain_name/startWebLogic.sh
Windows

C:\WLS install dir\user_projects\domain_name\
startWeblLogic.cmd
2. BEA WebLogics TEsh= Al2HlolA §1 B2leAE d11 BEA WebLogic &
<ol AN L. S, Tt 2ol 9 sl
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70018 7]¥ BEA WeblLogic Server XE HadUch o] k& 74 7).

3. BEA WebLogic Server 212 o] HAIFUTE #2ixl dsko] = BEA
WebLogic Server ARSAIRE 2R354 L.

4. Tivoli Access Manager for WebLogic Servers 743313 Tivoli Access Manager
HRIE 2Mdslr] dell |A 43 Ell2Toll tigk 4 QIEH|o]~E Algsh= Tivoli
Access Manager Console Extension Web Application2 wixJsfiof guct. o] ¢
olFgAlodS v = 3 shiAlL.

a BEA WebLogic Server & #oJx|¢] Er¢l 724 vijd WjellA ¢ ojZzi7o]
e Addesirl L.

b. A ¢ ofF=Hled 74 HaE AdeishiilL.

c. BElAE 9l fRE J3E AL,

d. ofZEA VA amwls_install_dir\1ib\AMWLSConsoleExtension.wars 2o}
BAAQ. gres FEAA L.

e. AMWLSConsoleExtension.warol] thel A= 3= F24A 2.
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f. WX s AEe & 74 9 BAE FEAAL.
Console Extension Web Applicationo] A& 02 wix|=gi=A] 2aska o
% 3 Ee] HiR] EUE BRAL. ¢ ofFEold EHE BRAIL.
AMWLSConsoleExtensions’} 501 3EA|Fojof hT) &3k & ¢ o222
Aol e ke Z& o] 9%l AT BEA WeblLogic Server &
A} Bl Tivoli Access Manager o}o|&S F71ghct.

5. Tivoli Access Manager =H|Q1-& 735k BEA WeblLogic Server &4 &
o] Access Manager ofolEs TEAAILL

6. 74 3hHo] FAEUY. BE d5 AR B AR apiHsE dEsAlL. A
& AHo| tigk AAAREE okfe] 5 FESHIAIL.
config Aol AR 7Fs3t FAdo] ofefle] 3ol gy 3 #A Fell= 25
|4o] gyt 5 WA Bolle 4gE gAlo] ydgyh

g 34 olF Ay

domain_admin WebLogic =w|Ql =)=}

domain_admin_pwd WebLogic Q] #2j#t 45

remote_acl_user Authorization Server&2= 2ZMJ=|= Tivoli Access Manager Z&AIE

(8

Sec_master_pass Tivoli Access Manager sec_master A} 4%

pdmgrd_host Tivoli Access Manager Policy Server E2E o]&

pdacld_host Tivoli Access Manager Authorization Server $E ol&

T YTE JEE vt glon il APt FaEp] ol ZErER #AREY
o} oAl s 42Tt WE s|laEedl @Al HA] SEUt

o

T 3%l config Xl oigh 418]%] Alo] gyt

A ol& A7
wls_server_url 27 WeblLogic Ao thd URLS AATUTH 712ge t3://
Tocalhost:70014UYt}.
pdmgrd_port Tivoli Access Manager Policy Server ¥XE H3%
pdacld_port Tivoli Access Manager Authorization Server XE H3%
am_domain Tivoli Access Manager =HIQle] o]F-S ATt 7|84k Defaultyd
=
amwls_home Tivoli Access Manager for WebLogic Server A4%] tjalEg]o)] th3l A=
£ A3y
Hgo FEAN.
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424SHOJA Tivoli Access Manager for WebLogic 1A
1. BEA WebLogic ServergE ARSHMIAIL.

UNIX

/WLS install_dir/user_projects/domain_name/startWebLogic.sh

Windows

“

.
T

i

C:\WLS_install_dir\user_projects\domain_name\startWebLogic.cmd

2. Tivoli Access Manager for WebLogicS 745l the HH-S Addskr L.

A 5%

A

[e1Xe)
B
AMSSPI_DIR W5 WHEA] AAl| A tdEe]e] x|z A L. vkt
7HAZ, WebLogico] 712 fx|o] AX|=A] ¢Iokom™, WLS JAR HFE
ALWL SConfigure 2~=HEo9]| = WebLogic.jare] 20} X2 73118}k

AL

% Tivoli Access Manager for WebLogico] & $Jx]ol Ax
%

o)A Ao A3 dI2), AMWL SConfigure ~23HES]

UNIX install-dir/sbin/AMWLSConfigure.sh

Windows
install-dir\sbin\AMWLSConfigure.bat

Tivoli Access Manager for WebLogicg 74517] 918k AMWL SConfigure Java
olZgAloldel tiet HHY S vt AUtk
e AMWLSConfigure -action config [options ...]
Tivoli Access Manager for WebLogicS At
* AMWLSConfigure -help [action]
AMSSPIConfigure2 gsh] 9Igt 24 & A8y 3hs FAIRFUTH

config ZXo] AHg 7Fsdt o] olelle] ol gL, 3 WA Hel B
Sodo] LpIETh T WA Fol= AlEE go] LjeEI,

25 A olF

Ay

domain_admin

WebLogic =#¢! #A2j#}

domain_admin_pwd

WebLogic =HQl #eAt 4

remote_acl_user

Authorization Server&°2 ZH%)= Tivoli Access Manager ZHAE
(A&

Sec_master_pass

Tivoli Access Manager sec master #2j2} 4

pdmgrd_host Tivoli Access Manager Policy Server EE o]&
pdacld_host Tivoli Access Manager Authorization Server $2E o]&
F: hrt EE Wavt glon) vl ZAYL 595 Hel TETER FARY
o} ol#A shd dErt WR sl=Edel | HA syt
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T 3%l config Xl oigh 418)=] gAlo] gyt

4 oI5 A

deploy_extension true= 243k 749, Tivoli Access Manager for Web Logic Server &
S-S WA 71k truedUTh

wls_server_url 27 WebLogic AJHdl] th3F URLS AAFUL} 7]1Egke
t3://1ocalhost:70014UTh

pdmgrd_port Tivoli Access Manager Policy Server XE H&

pdacld_port Tivoli Access Manager Authorization Server X E W&

am_domain Tivoli Access Manager =H|12] o8-8 AAFTE 714k Default$]
1=

amwls_home Tivoli Access Manager for WebLogic Server A%] tRlEg]o] tigt 42
£ A8k

verbose 2% 2EE AN 7V B AR EVFsEHl ke B2 Ab 1R
falsedyth

ol4] Tivoli Access Manager IS T+Ad8loF gt

Ml 4 B: Tivoli Access Manager 9| 314

Console Extension Web Application2 A}25|0] Tivoli Access
Manager Bi9| 74
Tivoli Access Manager for WebLogic Server& BEA WebLogic Server®] HQFS
A2 7438 Foll= Tivoli Access Manager X9kt AhAlZ QS 2HAds|jof
et ol sk thaat o) shiAlL.

1. 9% 3P Z29] Access Manager ofolZ= B3 & H?] ololZs FEAN

o

—_

2. WP 2HG o] IAFULE BEE I HTE dEsiAL. FEES FEANL.
3. BEA WebLogic Server 7.0 2Joll4 A% Tivoli Access Manager HH91E A}
BItes TSI, U2 TsHIAIL.

a

o

BEA WebLogic Server &4 8704 ARgALe] TRl #AE olol&e
AEsAL L.

ZrQl 74 3ol FAHUTE HoF gE AesiAlL.

ek oA 7 ] S5 ThE 555 ARSI 919 TAlollA 243 HY]

=
B AalsiN e, FEE FEAN L.

BEA WebLogic Server 8.1 9{ellx] 2M3gt Tivoli Access Manager 915 At
f3l=2 FAdslEH BEA WeblLogic Server 240 Hel €18 ARgalo] 7)E
e AN L.

4. BEA WeblLogic ServerS ThA| AZSHIAIL.
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5. A Access Manager H$P7 24lE 7)%53=A] HIAEsH, Q8% 3}H Rk

o] Access Manager Zt] Wloll = ARSAF 2 & olo]Eol| Tivoli Access

Manager ARg} BlAI2-Ee)e] B5o] Eislo] glofor Fhrk

¥
o
F

EAsh= SSO ARBARE AARFAIRE 71E AREAtel| thell HehshA| ek oS
= A48t A9 19 2 2P EEPE SR SSO= BAEA] s Th
olefgt 74, Tivoli Access Manager for WebLogic rbpf.properties 3o
Al A-g g5Es st SSOE AAl A ThesshAl € & Adsuyth
rbpf.propertiesel] thdt ZpAEH W8-S B3 Hojx|e] B2 A [EA 3 x|

2ISHOIA Tivoli Access Manager Ei| J2A

1. Tivoli Access Manager for WebLogic 9IS 2HdskH ok wHeS Aaisly
AL,

Z: 1Y 3= = Tivoli Access Manager for WebLogico] A= 9Jx]ol] A%
FHR] o Aol Aollx AHdE tgiE), AMWLSConfigure ~IHE]
AMSSPI DIR W5 WA AA| x| tdEg|e] X2 AHsMIAIL. vikh
7}Z]§ WebLog|CO] 712 Qo AX|ER] AU WeblLogic 1A 8.12 A}
£ 2921 749, WLS_JAR H4E ALWL SConfigure 2~IHE =
WebLogic.jare] 012 X2 7JAISHIAI L

UNIX install-dir/sbin/AMWLSConfigure.sh

Windows
install-dir\sbin\AMWLSConfigure.bat

Tivoli Access Manager for WebLogics 7-d517] $18F AMWL SConfigure Java
ofEgAlolddl gk R T2 vt AUtk
* AMWLSConfigure -action create realm [options ...]
Tivoli Access Manager for WebLogic HHE 238t
e AMWLSConfigure -help [action]
AM SSPIConfigurez Agsl7] 98k Z4= 2 Aeiz] ks FAIYT

N w171

create_realm ZXJol| AR 7Fast Ad0] ofefle] 3ol YUt A WA ol
© 7 Ao gyt T WA solls A o] JYEgUT

5 FA ol% A

realm_name AT Q= WLS HH919] o528 APy

domain_admin_pwd WebLogic =99l #2#} 955 A

user_dn_suffix Console Extension Web Applications 53l ARAE 23w A}
€& 72 °]&(DN) FHvolE A
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group_dn_suffix

Console Extension Web Applicationg 53] 152 2 v AL
& 8 ©]5(DN) Fv]olE AT

admin_group Ul 74 850l ARS8 Tivoli Access Manager 15-5 A3
F dae g Zavt glom il =X} 3w Ao zExew gAIEY

o}, o]l s A5} HE S|laEel WAl =R SFUT

o2 Fol= create realm ZX|ol T3k )z gxdo] Ydguyc).

+4 °l% Ay
user_dn_prefix Console Extension Web Applications 53l AR8AE 2AJS w) A8

% ol(DN) FFolE AL,

group_dn_prefix

Console Extension Web ApplicationS 53) 1552 2 uf) Ak8<
8 o]F(DN) HFolE APt

sso_enabled truez AT A9 AE ARl & AYE AR 7FssAl FuTh 71
falseguych

SSO_user Tivoli Access Managers} J= ARl & 418 Ads 2AJek] fIgh AReAk
E AP

sso_pwd A ARD & ARgA] tigk d5E AR

verbose 23 2EE AR 7V B AR EVFsEHAl ke B2 ab 1R

falseduyc}.

2. BEA WebLogic Server 7.0 9Joll4 23Sk Tivoli Access Manager HH91E A}
LIS T, theg TlsHiAl L.
a BEA WeblLogics S2~Edl= A|2Hlof|A ¢ Hele-A4E E31 BEA WeblLogic
&l FAsAL. =, ot 2ol sHiAl.

http://WebLogic_server name:7001/console

7001

o

7% BEA WeblLogic Server XE H3olH, o] gk 24 7lsgy

b. BEA WebLogic Server 2772 shHo| FAHUTE AR} Hlo] = AR
A2 ZIL3MIAL.

c. BEA WebLogic Server B4 E3bEgollA ARgAle] TRl FHH ofo|ZS
s L

d =m¢l

o

il m&

Rl
2l

T4 Fo] TAFUT. 1ok Ble Haisiiiae
o 7 W9 EF The B2 ALgsl 91o] TAlelA 2R 89

HEBHIA . S-S FEAAS.

BEA WebLogic Server 8.1-2 9lollA 2433k Tivoli Access Manager H9IE A}
£3=2 A5 BEA WeblLogic Server Z&2] HQF B8 AL83le] 718 &
ks Al L.

3. BEA WebLogic ServerE ThA| A&SMIAL.
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4. A Access manager e} SHlE 7)1%58R=A] H|I-ESlH 9% B3k o] Access
Manager =0 Wlol| = ARSRF 2 75 ofo]&el Tivoli Access manager AR

7} BRzER)e) B=o) sEakEe] gofok T

M| 5 5: BEA WebLogic Server A2 Alol 2 M

32

o] Holl-= WebSEAL H+= Tivoli Access Manager Plug-in for Web Servers=
AH83te] BEA WebLogic Serverdl] tigh = ARl & T8k Z2A20] T3
AUt e ARl & TS e Zode - o] S FAIE F UF

o}

WebSEAL % Tivoli Access Manager Plug-in for Web Servers= HQF 2 AlZ A}
QA 25 AR o PO E Tkl AR o Al2E 725 AT WebSEAL
2 Sl Aol Tk 22171918 AXER= d] tigk AR IBM Tivoli Access Manager
for e-business Web Security Installation GuideE F=sMiAl L. WebSEAL /39|
gk W ek AR 2l zAIE Y88 IBM Tivoli Access Manager for e-business
WebSEAL Administration Guideg F=ZsHAle. Z21%0e oigh +F 2 74 A
Ho tisiAl= IBM Tivoli Access Manager Plug-in for Web Servers Integration
GuideZ I=x3HA L.

T dellMe Tk 7720l w2t BEA WebLogic Serverol] thgh A= ARl &
<= TAskE Hl Za3 371 WebSEAL ! E27%1 74 ARE Aok
[WebSEAL RS AH83le] A2 ARl 2 74|

+ B3 #o]A|¢] [Tivoli Access Manager Plug-in for Web ServersE ARg3to] AE

WebSEAL EME AlZ510] AIZ Aol 2 724

WebSEAL= A8l BEA WeblLogic Servere] g ARl & 7Is= Algsid
WehSEAL AHE T1Esh= AlZEHoA] TS TOAS SEsHAS.
1. WebSEAL 74 1Y webseald.confS oJAlA L.
2. O 7 S AAsHIAIL.
basicauth-dummy-passwd = sso_pwd
o B 89l A 2| F AME 7Pss B sso_pwd BE9] 5o} Yjsof
Tk
3. WebSEAL-S 243 & T Azisled 74 WAAS Heahire.
4, pdadmin %S ARE3I] WebSEAL A4S ZHdsHA L.

o
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= Tivoli Access Manager XQF TH|Qlo] Q= BE AJ2EHo|A o] A 438
& 4 UFUTE WebSEAL Alz-Elelxl= ols Aid Javt gisuct ds
£0], Tivoli Access Manager Policy Server A|ZElojA] o] A8)dt 5= 9)

EE
b §4E AH83Io] junction th URLE ALgsiok Sk, ok 412 A9l 2o
LA

ol Sol, T Wue & wEdo] dai AL

pdadmin> server task webseald server_name create -t tcp
-p WeblLogic_Server_listen port -h WeblLogic_Server
-b supply junction_target

e S 9] pdadmin WEe] WS YRR
2. pdadmin HFel ojgt 34
54 Adrg
webseald_server_name WebSEAL AH¢] o]F. ©] o]52 F Fi(cl: webseald-

WebSEAL_server_instance) 2.2 o]Fojxuc},

WebSEAL _server_instanceoll= Al2le] $21E o]2-8 ARESHIAIL.
A& Eo], TAE AJ2El o]20] cruzdl 735 webseald server_name
© webseald-cruzJUth & oJ2] 7112] WebSEAL QAAEIAE Y
gk Aol X7 7B, dlld A QI2EIAE AHsfof Ut o
A RIZEIZE ARSI junctions A8k Bl tigk AXARES IBM
Tivoli Access Manager for e-business WebSEAL Administration Guide

5 FEsHiAe.

WebLogic_Server BEA WebLogic Servere] s-E ol&

WebLogic_Server_listen port | BEA WebLogic Server7} 223kl 9= ZE. 71BgES 700194t

-b supply A2 ARl 2ol etk WebSEALS] ] 458 Hueles &)
AR L.

junction_target junction®] URL tii+

WEebSEAL junction 243 2 ARgoll tigh Z1A] AE+= IBM Tivoli Access Manager
for e-business WebSEAL Administration GuideE F-ZsHA L.

Tivoli Access Manager Plug-in for Web ServersE A[2510{ A2 A}
ol 2 714
AF ARl o] 2nlz Z1slA W Tivoli Access Manager Plug-in for Web
Servers’ 712 Q15 ddel A= 2HE HHE IBM Tivoli Access Manager for
WebLogic Server2 Hgsl=s dsliof Tt o|3A skd, 71 lss 211
QT4 Fde] ARE AHg mERE Ao U

plug-in_install _dir/etc TEEEZ]S] X3+ pdwebpi.conf 74 I}I-E A5
[common-modules] ZEizl The #hs F7RMIAIL.
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[common-modules]
post-authzn = BA

I8 e, [BA} 2Bzl 9= add-hdr 2 supply-password 7S 212+ BA
2 sso_userd] YIS E AFSHIANL. &, vt o] sHiAlL.

[BA]
add-hdr = supply
supply-password = sso_pwd

Tivoli Access Manager Plug-in for Web Servers /3ol thglh zAIgE AH+= IBM
Tivoli Plug-in for Web Servers Integration GuideE Z=sHdA L.

M 6 %

SAE|El 242 Z§510{ BEA WeblLogic Server CES AH{ &4

Ol Tivoli Access Manager for WebLogic 44

o] A& BEA WeblLogic Server7} ths A8 33 == SFeAHE sEos AT

o] = =l et AUt SH2HE 23S ksl BEA Weblogic Server

e A8 3404 Tivoli Access Manager for WebLogicS 748k, -8

ABAIALL.

1. |26 #|o]=]2] [#] 3 ¥ Tivoli Access Manager for WebLogic 73| 2 |29 )|
[o19] T4l 4 = Tivoli Access Manager 8] -4 Jlo] XA AR A3} Tivoli
Access Manager for WebLogicS 7/33lal BEA WeblLogic Server 3] A9
oA Tivoli Access Manager IS ZHd5HUAL.

2. el oigk #2] Ae] Tivoli Access Manager for WebLogic 5445 7t o
2 Azl Aol BARSt] FeisE Y-S E3RE BE] A Tivoli
Access Manager for WebLogics AME 7FssHAl sHAIL. B4 3de
BEA_WLS_HOME/jdk location/jre/amwls/oll 9IxIstH 2z} 2] Aol FUsH 9
Aol FAR=]ojoF gt

M7

H: 4 HAE

o2 TAIE ¢E351e] Tivoli Access Manager for WebLogice] Tivoli Access Manager
IR Egjol] el &Rl TAEIEA AFsHiilL.
1. BEA WebLogic Server F&5 ARSI Al HIZE ARALE 2Mdsla 8l
AZEAA L.
2. TR pdadmin HH-S sl L.
pdadmin> user show test user

+ account-validZ} yesQIA] SRISHIAL

o

 password-valid7} yesQIA| ERISHIAIL.
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Tivoli Access Manager for WebLogic A& ARl & &F4S AMSSHH BEA
WebLogic Serverell thsl] AREAE FHsA| IS3H= WebSEALS &3l A= IS
A T3L T UFUTE HE ofZHAl IS At QISe] kR FAEIE
2 BRlgk 4= JdFUnh "R ojZgAlolde 4l Holxe] Hlx ojZg7Alold AR
o Ao} sUTt
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H 4 & d= Al 2 A8 JIs

Tivoli Access Manager WebSEALS Al2sH A2 Aol 2

Tivoli Access Manager for WebLogic2 7[E} Tivoli Access Manager Al=(<ll: Tivoli
Access Manager WebSEAL, Tivoli Access Manager Plug-in for Web Servers 2
Tivoli Access Manager Plug-in for Edge Server)ollxe] ¢ AZ ARl &8 =gt
U

WebSEALZ} BEA WebLogic Server 1] A1 A= 7488 HTTP 7|1& <l
dummy S-S ARESE] o] FoRUTh AREAL Ao HRF WS QIEHo|IAE 7RIS
o]72] Tivoli Access Manager for BEA WebLogic Server #|&ollA= AlE AF
25 FPsir] fall olefgt FYt e AMEUTH

[N

@ 1o

-

Tivoli Access Manager HTTP &3Z2X|(¢l: WebSEAL)= AREAL o]E 2 Uzl A
= AR & v dEE AYSES AR o v e dESAPT} 2Eo)

A=A = o] ARSEUT Tivoli Access Manager Authorization Server’} <
TE ST &, Ade 8Asks ARl digh d3t AR} SEgU

olgfel IdelM= AlF WAV SHss e A Holsy

WebLogic Server

1 2
21 user—1 Tivoli user—1/ws—passwd WebLogic
2t < »| Access Manager |« V=S
— 11 WebSEALO| X|&5t= WebSEAL o=
2Ao[ol 2IE HAE

>

wWw
user—1/ws-passw

= A E

AETH EIRIAER) 4 N

user: password: websealuser/ws—password 270 28
d A -

user— user—pw ) e
ws—password SSOZ

78 3. Tivoli Access Manager WebSEALS ARE3H A= ARl -2

2ol IdeMe v WIS Ryt
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AREARE WebSEAL©] Aldsk= {15 wIAUS(Al: ARSAL olE/9s e Sefo]

AE <QIF)e AREsIe] WebSEALC sl 15t 19 vk, AR&AR= BEA

WebLogic Server Aol thet 845 Aok

WebSEALS -b supply 848 ARg3led BEA WeblLogic Serveroll thak A4

O FAHUT. WebSEALL tae E3shk= 712 U5 ¢ltE AR8sie] BEA

WebLogic Server2 84S Ay

* WebSEAL 1% AREA} ID(Tho]o]138ellA] user-1)

+ webseald.conf®] basicauth-dummy-passwd. o= QoA A= vl o3
U

BEA WebLogic Server= 7152 93l Tivoli Access Manager for WebLogic

QA5 AlFAIA AREAL ID H vY SEE AETh

Tivoli Access Manager for WebLogic 27191 F&-2 Tivoli Access Manager

£ AR8sl] Al 457} Tivoli Access Manager for WebLogic 4 WebSEAL

AE AR & AREAtl tigE AR ST o] ¢Fse] S-S WebSEAL

BEA WebLogic Server 7t 28] IAE Algguct.

4AIS A=3PH, Tivoli Access Manager for WebLogic Q1% #|34= BEA

WebLogic Serverell thell A& AL IDE QIS BIY S (tholoi 1

oAl ws-passwd)S ARESR= TAE WEbSEAL Al ARl & AkgAle] Qe

Tivoli Access Manager for WebLogic 27191 &9l 7IAE7] wel] ghHTE 4=

Pul= S FARBHIAIL. o] AAE AT F dom AReR A8 o dsY

=

SSOE W9l 2 5 AT 4= AT SSO Tivoli Access Manager for WebL ogic
£ T5o% AR 7FssHl W teS 3 sHAlL.

1
2.

SSO AREALE AMdsHiiAl <.
amsspi.properties Tivoli Access Manager for WebLogic 774 s}dollA th

e AL,

true
$so_username

com.tivoli.amwls.sspi.Authentication.ssoEnabled
com.tivoli.amwls.sspi.Authentication.ssoTrustld
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M 5 & 22| Ejia3

o] #& Tivoli Access Manager for WeblLogicoll that thg AR E FAEe] 95U
=4

[Tivoli Access Manager Authorization ServerollA] QIEJOJEHE Mu|x~ ALE|
+ |40 #|o]A)9] Tivoli Access Manager for WebLogicollX] ARSA 2 15 ] ||
o |41 Holxe] [HE AZeACl AR

* [43 FolAY] [A1-E H|

o [44 FHo1A9] [33] A= 232 policyl|

* 145 #o]x]2] [Tivoli Access Manager B 2k |

+ |46 #|o]A2] [Tivoli Access Manager for WebLogic 7+4 3iA1]J

« 146 FolA9] T2A1d a2 ||

* [47 FoA| TAIRIH]

— =] |—] = |—] |—] |—| |—

Tivoli Access Manager Authorization ServerOjAM QIEIO|EMHE AMH[A A}
£=3

o

Tivoli Access Manager for WebLogic Tivoli Access Manager 5 QHAE
oo~ oA HE QHAES lolpym 7|E2 07 Tivoli Access Manager Policy
Servers ARSRHTE 134, o] %= Tivoli Access Manager Policy Servers =
A = 1o Tivoli Access Manager for WebLogic ©Y Auj 2148 Avfstes
H2E SPo|Aql ARgE|ojof Rt 1 Hlof|, QIEIEHE Al Wi 71 7]
ol we} H 2 ) Ase TRV efelBRE Al T A mmeld
Selx] ALgElolo} e,

oS 74 1= Tivoli Access Manager for WebLogico] 2412 TA1E Sofut 4=
BT Tivoli Access Manager for WebLogice F 72| RIEJOIEHE AH|AE
AREER o5 ARl B0 A 2E Tivoli Access Manager Authorization Server
oA AR 7FssHAl EHojoF Tt
* Tivoli Access Manager 7 4] QlElo}SHE Au|x~
o] Tivoli Access Manager Authorization ServerS ARg3te] EafjE 718 Qle}
OIEHE. AR YUct.
* RBPF B3% 2BAE Holry| Qlelo]EHE 4]
oli= Tivoli Access Manager for WeblLogice AR8sl] ErllE QIEIIEHE A
ClEathBi=S
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Tivoli Access Manager for WebLogico] QIEJIEHE Mu|AE ARE F21%] BRIt
2 T WIS TN L.
1. Tivoli Access Manager for WebLogic S~E9j4] Tivoli Access Manager
Authorization Server ~E= rbpf_ent_pos browser & Zo|BElE FA}
3k 5, AlZEl PATHol X138+ 9doje] telEg|e] goir L.
rbpf_ent_pos browser & Zlo]Ezg)l= th2-29] Tivoli Access Manager for
WebLogic 32EdjA 28 4= QU
UNIX /opt/PolicyDirector/1ib

Windows
c:\Program Files\Tivoli\pdwls\bin
2. Tivoli Access Manager Authorization 34EolA T2 X]of| = ivacld.conf
LS AN L.
UNIX /opt/PolicyDirector/etc

Windows
c:\Program Files\Tivoli\Policy Director\etc

3. [aznapi-entitlement-services] &zl TR F RIS FTIBHIAIL.

AZN_ENT_EXT_ATTR = azn_ent_ext_attr
RBPF_POS_BROWSE = rbpf_ent_pos_browser

4. Tivoli Access Manager Authorization ServerS ThA| ARBHIALL.

5. Tivoli Access Manager for WebLogic E~E9|X java_home/amwls/
WLS _Domain_Name/WLS Realm Nameoll 9IXI3} rbpf.properties IS oJ4A|
Q. &f7]4, WLS Domain_Name& BEA WeblLogic Server =m|Qle] o]So]1
WLS Realm Name2 BEA WebLogic Server ®oF H9]¢] o2t} & &
S truez 7RAIBIAIALL.
com.tivoli.pd.as.rbpf.UseEntitTements=true

6. BEA WebLogic ServerZ THA| AIRKBHIALL.

ol WA} ¢==H, Tivoli Access Manager for WebLogic AM- 7Fs- BEA
WebL ogic Server= Tivoli Access Manager Policy Servere} HHJ= Tivoli Access
Manager Authorization Serverg ARSI BE HS QBEAE ZolH7E S3)dh
=3

Tivoli Access Manager for WebLogicO|A| AF2XI U 5 ZH|
Tivoli Access Manager for WebLogicoll<] BEA WebLogic Server &8 AL83}
of Akgxl 2 152 I 4 25U BEA Weblogic Server $4:2] Hol B3t
3ol Access Manager ©FolZ& B ¥ 9] ofolZe =2 AM8AF 9 I ofol
TS FAHIAIL. ol oo|ellA Tivoli Access Manager for WebLogic H<H|
gk ARSAF B TOEe WS o dssUh
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ARgA} ool g Aeishd ARgRE ] HoA7F FAIFUTE o] HolRloA TS
P+ JFUTh

* Tivoli Access Manager for WebLogic AF8AFE Ut 4= glsuth

o N AREALS] AFEARRS BAIR 4 U

¢ AREAE A 5 U

I ololEe Adled IF #E] FlolArF AU o] FHolRolA thag A
T JFHTH

o I5FS UEE 4 Uk

o 54 IR ARARNS BAIE S SdsUch

s I5S Y & s

I & F mloRollM FHom FRE EES sl the ARSAE OFd F
7VRIAY I5S ARgALel K ¢ st

AREAL e OES VS u o 28 Zeo o] R ke 3%, dEH "=
o AHH 7S Tk BE AR T IE0] BAEYTH

Hi= OIZ2I70IM AL
H= oEePFlode ARSI, T 7B 2] Adt AAIE Hal WebSEAL =& A

. el
WA CAIRIENE AMBSl] ASA B 05 5 ol Relghic

ofFellold 2 3= el &3 Aol SarEc.
Y ofFelelde 9 Tkl EB THALR olFold QrLich

840 F 7EA] Bb g tga) o] Awd 4 U

o A
web.xml ¥ix] TIATHEE ServietRoleolgh= T &8kS Aojghch
weblogic.xml HJX] T]2~=#El= ServietRoles} BankMembersServiet 18 7+
o] TN AR WES AP web.xml HiX] TlIHEe] ®HF A% &=
A8 AR} Servietd] WAasol dAslH BIEA] ServietRole gto] Holx)
oo} dth= Ze YehdUyTh

o X2
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doPost () WlAEE ou =47} ServletRoleo] FoEEx] =g gsio g 319]

sk= F7F BRF 71eS 7Y ol ARSSHH ©d ¢ 84 o 2=

4 Hdd BokS Eo H2ET 4 sy, dAgk AAES sy d
=

HTTPRequest.isUserInRole() WAES AREShICT)

EJB 74840) Al 714 Hek dile thest o] MU & gtk

A Bk

EJBRoleclgl= ejb-jar.xml HJX Tl2=IHE el @Y osto] Aejgyc).
weblogic-ejb-jar.xml ¥iX] tj2~=HE+= EJBRole 1553 BankMembersEJB
T ] AR g1 Aolunk ejb-jar.xml HIR] TlTHEY] wAE A
k> A2} getBalance() WlATel AM2sld HI=A] EJBRole S&do] H
of=jofof gtk 2t YERdUTH

Z273 Hek

getBalance() HWAEE $=A7} EJBRoleo| FAENE=A] T2 7300 & 3RISH=
F7} Het 7S 7YY A3k S 4386l EJBContext.isCallerInRole()
HAEE ARSI

A olFol WE ZE T Kk

getBalance() WlAtsE 8% ARG olge] 3& ZHAEAMADY ol ¢
XER=A] ERIFT}. =, Banker19t Banker19] A W#AE 2 4= Qlojo &

ek

HE ofEeilolide ddsld v YAIE dsshiiie.

1

= ojZe]A o)X PDDemoApp.ear<

WebLogic _domain directory\applications@ BARMIAIL. REEA] o] TJRIE
g5 A o= §iFUTE EAR TS 91 Al-Ele] BE TEEY &
AU gl AZE|A VAL AMWLS install_dir/demoollX 2H& 4= QU
BEA WebLogic Server &&5 AREsle] tha ARARE ZMdsiAl L.

Bankerl

Banker2

Banker3
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o

com.tivoli.pd.as.rbpf.Productl d***
713 WLSIUTE. o] 542 PosRoot #t} Adlsie] mE 93 2zl
o thel eHAE Frle] REZ AT

com.tivoli.pd.as.rbpf. AMActionGroup***
718452 WebAppServer dUtt. ©] 42 Tivoli Access Manager for
WebLogic A2 AAo] S ZAE Adsh= B ARREe A 159 7]
2 olgdyth

com.tivoli.pd.as.rbpf. AMAction***
7187k SZ(invoke)oll ThEk iUt o] 2= Tivoli Access Manager for
WebLogico| M2 2AE 38 uff HA=, AMActionGroupell 784
=3

com.tivoli.pd.as.cache.EnableDynamicRoleCaching
71E%S truedyn). o] B 2 A Ae ARS Tt B AR BV
S Utk BE BE A, F, 2] A ol9lo] &S AAEH 4
A FAE ARSI 3 2 B A8 LS AT
com.tivoli.pd.as.cache.DynamicRoleCache
71542 com.tivoli.pd.as.cache.DynamicRoleCachel mpl Ut} o] 542 &
A g APe SASRs Bl ASEE et Bad B9, AeAe] B
A g3 JJAE FEE F AdFYTE o]= com.tivoli.pd.as.cache.
IDynamicRoleCache <IEJ#H|o|2~5 F&st Fh& 4 UFUTH

com.tivoli.pd.as.cache.DynamicRoleCache NumBuckets
71EE 209Uk o] B4 A oA A S Aehs l AREE
712 sl HlolEollA ARgSioF she Mzl & APIFUTH
com.tivoli.pd.as.cache.DynamicRoleCache M axUsers
714k 10000094 o] 5482 7iMel sle BE w3l o)
YUt o] s=AE NumBuckets® W 2t 78 wZle] o) =717 24
U,
com.tivoli.pd.as.cache.DynamicRoleCache.RoleL ifetime
71ERR 209Ut o] B8 5 B B 54 A JiAl AAo] Al
oF Q= ARE)S AT
com.tivoli.pd.as.cache.DynamicRoleCache.PrincipalLifeTime
7183k 109Ut} o] 548 ZaAE(AREAN d’ ARE7E Tivoli Access
Manager for WebLogic 7iAlol A== ARHE)S AU
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PdPerm.properties 4t appsvr-credcache-life= #3gF AX7} PDIRTE®Y 71
A= ARMS At Fe FAISMIAIL. Tivoli Access Manager for
WebLogic2 PDIRTECIA EE A3t ARE SR wepi o] ghol
appsvr-credcache-life?t} A& 74-¢-, o= Tivoli Access Manager for
WebLogico] PDIRTEIA 741 A BRE AT v HAHFUT

com.tivoli.pd.as.cache.EnableStaticRoleCaching
32 trueduth. o] A AH g /e ARS 7Fs = AR w71
SHAl FUtk. 82 o A= B oSl digk 3 2 7 g 7Y
AR B AR o] ANE BBl RiEEA e A Aol
2 A% sjAlg SYTTE ok olelRt Aol iR Aol WA o
omg #e) Ao A g
com.tivoli.pd.as.cache.StaticRoleCache
715482 com.tivoli.pd.as.cache. SaticRoleCachel mpl iUt} o] 5442 A=
3 WIS sk o ARl Feleduth BRF e, AkgRe] B
& A FEE 4 55U o= comtivoli.pd.as.cache.
|SaticRoleCache QIE#H|o|2~E F&sld T3S 5Tt

N

tlo off

of

o

2 12

com.tivoli.pd.as.cache.StaticRoleCache.Roles
71842 Admin, Operator, Monitor, DeployerdUt}. o] 542 €32
2 P 9% B2S BAFULL o] BE) gl o3 7S 51 o
AR 37 g AN STk Jle BE og T 54 oY
7iAtell ZiA Y

com.tivoli.pd.as.cache.EnableObjectCaching
71Egke trueiuith. o] 542 9BAE I A TPs EE A Bk
a7 FUch o] 2HAE e B4 A4S TP BE Tivoli Access
Manager QBAES s)AsH ] AHEFEULH oF AMg3le] ofdl BEA
WebLogic Server Akloll tiel] ol Hglo] | Fofx=A] 7|e 4 3
om, webd Z+ AR Aol s Tivoli Access Manager Authorization
Servers Z3lajok she Bede A 4 o

com.tivoli.pd.as.cache.ObjectCache

7184 comtivoli.pd.as.cache.ObjectCachelmpl Ut} o] 54 QBAE
WS sl vl ARgERE ERidUT) BR3E A5, AREAe] RBAE F)

S~

& 78 4 UL o= comtivoli.pd.as.cache.lObjectCache <IE{H|o]
2% TEs FUY & gk

com.tivoli.pd.as.cache.ObjectCache.NumBuckets

[k 203Ut o] Be 712 B4 Elojiel] QEAE A P A7

o) AgElE Bile] 48 AR,

N

ol
FIF



com.tivoli.pd.as.cache.ObjectCache.M axResour ces

7185k 100009UtE. o] B4 Aol e B Wl tigk & a5
E AAFITE o] A= NumBuckets® WrH ZF wizle] Ho) =77 2

o

fu.

com.tivoli.pd.as.cache.ObjectCache.Resour ceL ifeTime

FEgEe 200Ut o] EAL QBEAE JAolX QBEAET HEHE ARKRE)
<= AFU

com.tivoli.pd.as.rbpf.UncheckedRoles

713842 Unchecked, AmasUnckeched, AnonymousyLit}. o] 542 di2

TE REE AY FHa QY 552 ARIUS. UEE AF Sk BEA
WebLogic Server Aol thal 2o} Fajg)x] eke odto] Q= 749 =
£ AHgAE of|l nE 3] ARHYEA] W] olol thet g
Roflrich, ARgAlsh IEL ols ofdlel 18 = it ol e
RE AGAHAZEA ke A4 Tl 54 ARl gk g 1o
She &84 WS AR Tivoli Access Manager for WebLogic +
Aol o] AFER] gk H&S ofz] 7| BEA WeblLogic Server Aol 3=
7¥et ) Anonymous ke & o] Eol] o} glofok hich o] B4
T/ Aol AL o+ gIANE ot HAHE Foll= WAEsER] ggotol Ut

N

com.tivoli.pd.as.rbpf.ExcludedRoles
71452 Excluded, AmasExcludediUtt. o] EAS g2 759 J2EE A
o) o B5¢ AP, hed, ol g F ARl ARE o) gk
7%, AHARE ofE nE Jglo] FRFYEA DAl ol thek Al
7h FoAERA] Ut ol REE Al9] e BE ARSA tisi 54 Ak
o T3t MM|AE A= 820 WS AR o] EAL A4 Ao
AT Par QA o ARE ol WEsk Yolok Fhick.

com.tivoli.pd.as.rbpf.GrantUnpr otectedAccess

R et o] S 0EEA e 948 A4, F, olefi i
T Rojgx) ore ouAEd] Tjs) GNAE el EE AR AU AH
Shich.

com.tivoli.pd.as.rbpf.CopyPar entRole***

71Egke falseUth, BeEjAls o] EALS AMeSl] Bt £ gie] ogk(q)
olFElolAd B A AT uf gl EPdell Aoje o (el
D 22 9)Es BARNoF sheA| oARE AR T UF ‘41’/} Tivoli Access
Managerﬂl*i o] Exe W ytlo] HRE ACLY RE TAYS o=+
Ao el @uAlES] A3 ACLE BB RS EFT of 5
de Tl A S M o S 7l A5 ds A8
Q= 7158 AlFEhULh ghkdo g o] EAJL

PropogateChileRole¥} FYg+ gho& AdAsjofol Fhct.
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com.tivoli.pd.as.rbpf.PropagateChildRole***
71k falsedUtt. A2tk o] EAS ARSI A9 el Aoje A
Tl 22 )0l 2E wWEARNe] ak9 (4l o=l El
o] Aol 2R RS AA-T = JFUTE S, userAE =2 o
< RoleAd] F71e o userAE T3 ojZ Aol &S] RoleAd F7kgHd
t} olZA A 9T AU 7341k w] CopyParentRoleS TA7|aL T
Uoprt A3k 749 <8 283t YRz o= o] EAJL CopyParentRole
I 5Yg gro = s ojoF gt
com.tivoli.pd.as.rbpf.UseEntitlements
7183k falseuUtt. o] 5442 ol Hde] ofEl zkdol thel A2} Fof
=Rl B2 ARE =¥sk= d| Tivoli Access Manager Authorization
Servere] QIEIEHE MHIAE AMSIoF SH=A] oiE BAIFUCE 718gke
falseo|==2, A Tivoli Access Manager AH1Z~ & A374381e] Tivoli Access
Manager for WebLogice A3AE o AUk T2, o] 54L& Tivoli
Access Manager Policy Serverol] thall T Ao AdS 722 HIAE $
ZdoX= false=RE AAE|ojof Tk QIEIERE AH|2= B3 YR o8
AE iAol 7|8t B T H& dMollA it mebx, Z=28A g
7dollA o] gk 3 truez dAE]ojoF ot
com.tivoli.pd.as.rbpf.EntitlementsUser
27k Tivoli Access Manager for WeblLogic remote-acl-useriuct. o]
< UEPIEHE AMIAE ARGSl] QBAE S Fash= T ARSE]
RS B3 QIEFO|EHE AH|~= Tivoli Access Manager 1
LBAE FFo] AREAL 94 QUAETL Au ] Iyl ‘s IS Fo
A=A SRIRMUTE configs ~3¥sk= 5%+ romote-acl-user= iv-admin 1
of F71HAL o] Hjle] Fofgut). o] ARBARE WSk AREAF 84 o
EE 7P 4= AT o] A AREAPT Tivoli Access Manager R QB
E FX1e] Resources ZE|oAel thall ‘s Hghs FoARGE=A] SRIsoF &
=3
com.tivoli.pd.as.rbpf.l gnorePasswor dPolicyOnUser Create
71Eg2 falseUtt. #eA= o] 54S AR83Sked BEA Weblogic Server
&5 53 Al Tivoli Access Manager ARSARE 2P W] & policyS
A = syt
com.tivoli.pd.as.r bpf.DeleteBaseRoleRecur sive
7RG trueduth o] S A9 g AT o BE ok 9Es 4
A AJMA| AFE FARGT

N

¢

ot 1l

o
v

ot

)

il

L)



amwilsjlog.properties

60

amwlsjlog.properties 342 3% Jog 54 AU} 0] 3-8 Tivoli Access
Manager for WebLogic} PDIRTECIA WAIA] HAG 2 328 Alofshk= ©] ALEH
e,

amwlsjlog.properties Yol 23k EAdo] thid o] o] HAo 35| o
B= o] Hoie BEE EAS UdskA| F5UT o] ullolli wAIR] g B F2E
ARG B AR BVl € 4 s

amwlsjlog.properties ¥fde] &L AlF F2AUULE o] 74840 Uik 2
73& e AAY T 8% s 278 F & Utk

2708 A, O3] 2S AME 71 sl P84 isLogging E4S 3
7kMIAIL. oo Y dH=-S Tivoli Access Manager for WebLogico] #1Iat
© 74 9 vAR dg FE8AYUT) ol UgdE B4 F shi = 2ol ois)
FAMAA e AR 78l & ¢ dFUTh thee 2 ALY sk &
A rERstA ARt

e EE
Zez)

AmasRBPFTracel ogger Tivoli Access Manager for WebLogice] U+
z2pol ek 7

AmasCacheTracel ogger RE Tivoli Access Manager for WebLogic 714
off ek =2

AM SSPI CfgTracel ogger Tivoli Access Manager for WebLogice] config
22l ik (el A 2M)

AM SSPI AuthzTracel ogger Tivoli Access Manager for WebLogice] &3k A
Aol Ther 7

AM SSPI AuthnTracel ogger Tivoli Access Manager for WebLogic®] <15 A
Aol ohak 34

AM SSPIRoleM apper Tracel ogger Tivoli Access Manager for WebLogic®] <& 9
3 Az hat 53

AM SSPIResourceM anager Trace Tivoli Access Manager for WebLogic Ule] 2

L ogger dejatel thek 54

w2 A

AmasCacheM essagel. ogger Tivoli Access Manager for WebLogice] U&F =
Zho) tigh wAA] A

AmasRBPFM essagel ogger X Tivoli Access Manager for WebLogic 7IA]
o Tk A

AM SSPI CfgM essagel. ogger Tivoli Access Manager for WebLogic?] config
ZAYol gk WAl (el AL 2

AM SSPI AuthzM essagel_ ogger Tivoli Access Manager for WebLogice] #3h A
BA gk wAA] e

IBM Tivoli Access Manager for e-business: BEA WeblLogic Server 53 ¢hfjA]



THex Ay

AM SSPI AuthnM essagel. ogger Tivoli Access Manager for WebLogice] 1% |
Al gt WA e

AM SSPIRoleM apper M essage Tivoli Access Manager for WebLogice] &g ¥4

L ogger 3 AFA] gk HAK A

AM SSPI Resour ceM anager Tivoli Access Manager for WebLogic W2] A

M essagel_ ogger FeRlel| ek wiAA] A

2lo] 2+ 4924+ baseGroup traceLogger 2! baseGroup messagel ogger &
AT whzhd, B4 wdeld oSe] B4e the olsh A Uepduic.
baseGroup.AMSSPIAuthnMessagelogger.isLogging=true

$1¢] olAl= Tivoli Access Manager for WebLogice] 15 AlgAF Aol tigh wiA]
2| AL AMg Psspl BT B ABAE AR BE PR o 1L
AHg Pspl SRl ohe ER1E FTlsRIA L.
baseGroup.TracelLogger.isLogging=true
baseGroup.AMSSPIAuthzMessagelogger.isLogging=false

=

5, mE TR F4 PHasE Ues] 71 20 Ze sl tue g AL,
olof] Hlsll, Hek 271 ZZ T true 4ES false® HHFULTH

¥
>
£
=
B
(o)}
Y
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AMWLSConfigure -action config
Tivoli Access Manager for WebLogic ServersS 743Ut}

=2
AMWL SConfigure -action config -domain_admin domain_admin
-domain_admin_pwd domain_admin_password -remote acl user remote acl_user
-sec_master_pwd sec_master_pwd -pdmgrd_host pdmgrd_host -pdacld_host
pdacld_host [-deploy_extension {true|false}] [-wls server_url wls_server_url]
[-am_domain am domain] [-pdmgrd_port pdmgrd port] [-pdacld_port pdacld port]
[-amwls _home amwls home] [-verbose {truelfalse}]

Of7 =

-am_domain am_domain
Tivoli Access Manager =m|919] o5& AAHFUL}. 712 w912 Defaulty
tt.

-amwls_home anwls_home
Tivoli Access Manager for WebLogic Server A% talEg]o] tigk HZE A
At

-deploy_extension {truelfalse}
truez 24 74-¢- Tivoli Access Manager Web Logic Server HZ 51 &
S AT 718 trueiyT

-domain_admin domain_admin
WebLogic =H|Q! #22-s AUt

-domain_admin_pwd domain_admin_password
WebLogic =9l #ej#} e AT

-pdacld_host pdacld_host
Tivoli Access Manager Authorization Server $2-E o523 AU

-pdacld_port pdacld port
Tivoli Access Manager Authorization Server XE W52 ARt 7|2 =
E WEE= 7136904tk

-pdmgrd_host pdmgrd_host
Tivoli Access Manager Policy Server S2E o|5& AL
-pdmgrd_port pdmgrd_port
Tivoli Access Manager Policy Server XE WS E AU 712 XE ¥H3
+ 713594tk
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=S

-remote_acl_user remote acl_user
Authorization Server£°2 2= Tivoli Access Manager ZAE(AREAL
< AR
-sec_master_pwd sec_master_pwd
Tivoli Access Manager 2] AREA} E(R%F sec_master)E AU
-verbose {truelfalse}
true2 AAY ¢ A7 29S AR 7FssHAl Futh 71k falseuith
-wls server_url wils_server_url
=7 WebLogic Al tigk URL-S AUt 714k t3://1ocalhost:7001
ek

o] BPE Thest e 1R A tlEEee] fXFIC,

/opt/pdwls/sbin/
Windows A|ZEle] 739~

C:\Program Files\Tivoli\pdwls\sbin\

718k ol9le] e A tEEE A9 o, o] fFEEEe X tdED] offe]
sbin HAEZ|(A: install dir\sbin\)ol Xt

2E 3=

N

Thest e FR e mev} e S ek
o] asgkch
ol Asksiesuich

ol Aufsia oF wARZF BAFULE EAIe] ZpAIEE A thslixl= 1BM
Tivoli Access Manager Error Message ReferenceE HZ3MiAl L.

o
2

=
e
b

(e

b
[vs]
o
off
i
3
N
(e}
a1



AMWLSConfigure -action unconfig
Tivoli Access Manager for WebLogic ServerE 74 ATt

=2
AMWL SConfigure -action unconfig -domain_admin_pwd domain_admin_pwd
-sec_master_pwd sec_master_pwd [-verbose {truelfalse}]
Of7 =
-domain_admin_pwd domain_admin_pwd
Tivoli Access Manager for WeblLogic Server =r|¢1 Iz} 52 AT},
-sec_master_pwd sec_master_pwd
Tivoli Access Manager 2] ARAF YE(HF sec_master)E AP UTH
-verbose {truelfalse}
true= AT 29 AT FHE Ag Vsl T 1Rk falseirh
7184
o] e thest e R X tEEee] ST
* UNIX:
/opt/pdwls/sbin/
* Windows A]2=gle] 739
C:\Program Files\Tivoli\pdwls\shin\
718Gk ol9je] e X HEEE AUE o, o] fEgEE A HHED oo
sbin HAEZ|(S: install dir\sbin\)ol AAXIFYch
2= F=

[ o
o

ol

©

lm

-
oy

i

o

ol Aufsta oF WARIZF FAEYS. FAES] ZAIRE Aol tisiAle IBM
Tivoli Access Manager Error Message ReferenceE HZ3HdA L.
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AMWLSConfigure -action create_realm
Weblogic A1# tjol] Bl WS AAJghct.

=2
AMWL SConfigure -action create_realm -realm_name realm_name
-domain_admin_pwd domain_admin_pwd -user_dn_suffix user_dn_suffix
-group_dn_suffix group_dn_suffix -admin_group admin_group [-user_dn_prefix
user_dn_prefix] [-group_dn_prefix group_dn_prefix] [-sso_enabled {truelfalse}]
[-sso_user sso_user] [-sso_pwd sso_pwd] [-verbose {truelfalse}]

Of7 =

-admin_group admin_group

Ul 744 8500 AR83 Tivoli Access Manager 152 AT
-domain_admin_pwd domain_admin_pwd

WebLogic =r|Q] #=27} dEE AU
-group_dn_prefix group_dn_prefix

5 AT W AT T OIEON) Tole AT
-group_dn_suffix group_dn_suffix

TIE= 29 o ARS8 o]F(DN) FHrlels Aot
-realm_name realm_name

2 21 WLS H919] olg-& AT

-sso_enabled {truelfalse}
trueZ 28 749 A ARl & Bx e AR 7FssiAl gyt 71k
falseutt.
-sso_pwd sso_pwd
AZF ARl & AF8AHsso user)e] dEE AAThTH
-SSO_USer Sso_user
Tivoli Access Manager$} A2 ARl & A% AT 2] 915k ALAE A
A3k
-user_dn_prefix user_dn_prefix
ARSAFE 23 ol AREEE 9E o]F{(DN) HFolE Ak
-user_dn_suffix user_dn_suffix
ARGALE Age o ARG 7 ©o]F(DN) Hrlols APgPT
-verbose {truelfalse}
true® AT B¢ 2MZE e AR 7FssHl Ut 71Ege falseduth
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718y

o] WHe thaat 22 7R A HEEe] fAgH

/opt/pdwls/sbin/
* Windows A]2=®l9] 73-¢-
C:\Program Files\Tivoli\pdwls\sbhin\

71Egk ol9le] e A HEEE AU ), o] FEzEl= A tEEe] ole]
sbin HEEZ|(d: install dir\sbin\)ol XY}

R O
of
o
o
L
5o
)%
=
)

ol dufjshd oF WAIRZE FAEUTE EAIRe] ZpAIRE Aol dieix= IBM
Tivoli Access Manager Error Message ReferenceE H=Z3MiA L.
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AMWLSConfigure -action delete_realm
Weblogic AHellx] Bl 915 ATt

=2
AMWL SConfigure -action delete realm -domain_admin_pwd domain_admin_pwd
[-registry_clean {truelfalse}] [-verbose {truelfalse}]
Oz
-domain_admin_pwd domain_admin_pwd
WebLogic =<l #2A dss At
-registry_clean {truelfalse}
T4 % 2R AR 8 O AARRUICE gk falseiu
-verbose {truelfalse}
true® A4 29 AHE 2DE A FsshAl Fth Z1Egke falseiurh
7184
o] HYE TR} e R X tjEERd XFhch
* UNIX
/opt/pdwls/sbin/
* Windows A]2-&le] -9
C:\Program Files\Tivoli\pdwls\shin\
718G ol9je] e X HEhEE AdE o, o] fEgEE A HHEY oRfe
sbin HAEZ(Sl: install dir\sbin\)ol X}
2[E 3=

Tivoli Access Manager Error Message ReferenceE HZ3HdAl L.
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[vs]
o
off
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o] uolA ShFEls WIBMS] 9 AlIEE B Hobd Al Ho=, offl Yo
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IBM AE Aue] QR7} opBR g 9 Aol A0 QId AP AHgA B

o] Zksliek ek,

IBME FIsle] Hee Halsh ek 9] Wl AEsitha sk Ao 13}
b AFH ARE S LT 5 Ik

() SHHoE e Ze gy vl Ze o Z2ag 23 o] AR 58 2
(i) TR AR 4T o]§e FAHOT HuE Ushs Tz ol A
ge Fam Foshiie

135-270
MEEEA 7P T35 467-12, To1IEAIEHIY
gk ofe] H.ql FASJAL

TAEAE]

ol2fRt A= s A(AE S, AR AE B)oll wWet AR & syt

o] ARo| 7jed oyt Rodg Zz 73 2 AR 7153 nE glolay) 9=
A2 IBMo] IBM 7|12 Aok IBM X278 gloldl> AleKIPLA) Ex= ole} 55
3k Aol wet Al AYUTh

.
oM FUsh e Zolekn BET 4 g, E=a, 9 A 5
ol F2HUS FE glome A Ao ThE 4 YU o M| AR i
HlolelE ALgte] B $ol 7Eslof e,
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= At 88d el AR, 3 == 7TE 0 thelide 2 5 gy
o HlIBM AlEe] el thet oAk s AlFe] Aol Eelskirl e
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U,

o Huols Y| MLz 2PN ARSI AR % BT TFE A} Sof
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Microsystems,Ince] A3 = 5= ARyt

UNIX= Hls 5= 71EF m71ell4 AR8E]= Open Group®] 533U

7Iel BAL, AF G AR o] 52 BRARY] SR e AU
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7F

7 Z2-E(virtual hosting).
EREER she ¢ A 71

QIERIS) E opye] FER 1}

7Ne1E- F)(private key). ZFE] HQloA] A
Q= 7). & 79 thz

fApIo] ABE 5

38 7l(public key). Al=H HeloA wE
7). 7Nl 7le}t thx

Ae] AT 5

32 °
l‘li‘

%

Er|¢l(management domain). Tivoli Access Manager
5, U3 o] B ANz AolE fsf BF policys A&
= 712 =l o] =Rl Policy Server7} 7MdE o %}
Yo}, =r2(domain) =

-0

¢

N

]_

Ol
T

v
)

3

2] Aw(management server). T ol ARESHA| edrUTh
Policy Server 3=

H2| Am)x(administration service). Tivoli Access Manager
2R FA olZgAledolA el 23S FHs] Ssl AME-
& s A3 AP FER] 9L ] ARlas HE 2
BAE Eg] o] B4 t oRfje] 2EAES Ydshk= A3t
o] Bilz=E 3] Sfell pdadmin WEE ol 944 24

o SEUL. 1AL PF ADKE ARg3}e] o3t AulaE

M 5 ksuich

T8 ©]Z(DN: distinguished name). TEEz] YollA &
< AEshs I olF. T ol S oE dE, |

F2 PRI,

TX(configuration). (1) AR *J2] AlzEle] sl=go] 9 &
ZESoJ7} TR s JdEE WL (2) AlE, AEAIZ
g E VESZE T8k AR, thfol 9 g T3

U3t E(authorization rule). E(rule) I=x

3t An)2~ Z2)7¢)(authorization service plug-in). 3 API
WellA Aul QIEjFo)~E Fsle AgE ekl <, =
718} Al Tivoli Access Manager #3 APl HEIY ZEoRE
olif 2udt 4= Q= F2|og gr s)s3 glo|Hae(DLL &
T I glelrelE]). A A 7Fsd Al QlEjF o)l
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HIZE g 5 Slsunh

Y3+ An 4 An)x(credentials modification service).
Tivoli Access Manager dg ARE F=4l7] 98l Ak
S EgE AP FIER] TR o] QoA et Ak
AR 74 Al W AR S B SRl o] 559
A AAshe 248 FEIESE AR, 4 71ssh Ao= b
TFEE SEETOE Akguh

Y3t AR (credentials). Q1F =590
2, F 9 9 Ve BoF B4 1D
B3 ARE AREsie] o
T 7 dFUTH

Ao A ARZ AR
4730 sl Aok
gH ARl(ell: A A 2 RI9)E

T,

H3Hauthorization). (1) A28 Bl A|xElz} EAIEHA
U A2Ee AR 5 ISR ARSARIAl Fojsls E3k (2) &
BAE, A == 75l theh sy ARk JAl~E A
BAA Fofels Z2Al

HgHpermission). HE QEAE(Y: vl T tjHED])o)
Az & JE 9. QBAE. sdshs A 49} 9nie
ACL(Access Control Lit)ollA 2t} ACL(Access Control
List) 2=

Z=w 2lel &(GSO: Global Signon). AREA} AREA} o]
§ 9 UEE WS 9 ofEeplold AWl ATE 5 U=
She EAGkE A ARl & £TH. 229 AR 28 B
212 Bl ABE AST o] i B A2l
% gl 3 Btk ol7lge) Hak 7 8 ujellA] o
¥ Al B ofEellolion e 2 el AEjmelolx
o Zgapl THEo) GSOE A3l AMgAE ol AMgA o]
£ 9 U5 Vel QokE BT Y2 A2 &(SS0; Sngle

/\ﬂ <8k &=

7] <l5(basic authentication). X<F

221 Ao s

¥ Sh ARl Rl 9, A8} S A8 o
B 2 QBE YPof ke U mas
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U

YES]= 7]MF ¢l (network-based authentication). AR&=}
2] IP(Internet Protocol) 45 HiECE QBAE A AE |
o8= POP(Protected Object Policy). POP(Protect Object
Policy) %=

o}

o 84 ¢S (multi-factor authentication). AREAP} 5 7
oldel Q1% #HHE AMgdl RIFIHEE A HYst=
POP(Protected Object Policy). dl2 S0, X5 2ol thglk o
Alz= AlolollA ARgARE AREAL ol B/ S0t AR} ol RIEE oF
% FC BT ¢Es|ok gtk POP(Protected Object Poalicy)

Ei=sa

A ¢l (step-up authentication). AR FAE U5 =
AZ Tzol| &8k, A1) policy AEC] et B4 yao)
9152 7)) 4a¥sl= POP(Protected Object Policy). TR <
S POPE AR83PH AREARZE iRl Akedol] dx|2st7] 2fe o
2] gpde] TS ARESIA oke EARE, ARSARE Hagh A}
& HE3R= policyold 878h= ePlells QlSsior St

A2 Al £(SSO: Single Signon). AREAP} 3 W 272
shA Zbzte] ofEFEAlodel NEH o R 2IR3kA] Fals ol
olZEFoldel A~ = Q= TIs. SEE AR (GSO:
Global Sgnon) =

QIE Z2EIoA] S2E A
ZHlo] o]F. EHQl 0|52 ERlEAE TFEEE ¢He] 519 o]
FoE AU dE S0], SXE AZHI] bk T}l
©]Z(FQDN)°] as400.rchland.vnet.ibm.com¥ 79, the-& 7+
ZF T=uel o]Z<dYt}. as400.rchland.vnet.ibm.com,

vnet.ibm.com, ibm.com

=d|¢]l o}Z(domain name).

ol domain). (1) EE AHAZ 63 BE FEEE= =
Hog F5al= AMER), AlzE 9 o) =g g3l (2)
o]g] ZJF,] ZLo] ZE o] slo] Y= A2El YEST BB
L9l o]Z(domain name) Iz

tjHEe] ~7[oKdirectory schema). TiEEzZ]e] Ul 4= 2
SHRE &4 78 9 QBAE FYs S /Y F BA
e 4 3 TEEE 01, o" &430] EAElef st
A, a3 tEEe)] dial] of| &0 EAT F dEA)S
Aot

fm e

t]H(daemon). & = F|R o Al2HEl M) 7)%(d:
HELZ Alol)S F3fisly] f18ll FR10= Adis= 2203, o
5 e 3 Blas | 98l Als o= EfAE,
HA] U Ao s AkEehnt

o)x]e A]9(digital signature). e-commerceollA] To]E] T
o] FVIEAY dlofE] Tele] s Hgol sdsh= HolElR, ]
o] T AP Tele] A H AxE SRSl 9% 7t
548 E 5= Al Fch

al

298 (routing file).
3keh= ASCI 2HY

HAA] e Aloteke WEe X

eRd(run time). Al Z2T9e Adske ARE HER]] $
73 A% S8UuTth

IR ~E2|(registry). AMEAL, Al2E 2 AZE o] Thak o}

H2e 2 74 ARE Z3sH= HolE] Ak

Z(rule). oHE A7} o[HE 7] BA(CHIE AHE Q14
slar ool wt 2ks SHS AAY F JEE ke I
o] =2] HHE

w}

alo] 7)o d(migration). oA HH EE DYAE vl ¢
&) ZE ] A WA EE deas dxjEkeE A

vleld|o]el(metadata). A% HolEle] EAS Awsh= dlo]
=

u

vlRl=(bind). IDE Z2I3 Wo] TE QBAES} HEA=
2. olg B0}, IDE g, T4 Et TR D9} Tz, 34

2

Q1w 5 AR v} sl 2

Bel ye(security management). =22} Aol 593 ©)
ole] g ofEgjAlolde] JAE Alofalr] A3t 22| FHE
Ash= e 3

B3% $£F(quality of protection). <&, 24 2 Zgloly
Al 23 Z3he g JhEEE lofE Btk £

B3 ¢wAlE FrKprotected object space). ACL % POP
Z 2g3p] Slal AR ARgAL M| PR Rodol] ALg3)
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£ A AZE AU Tbg eBAE HA. BE oHdE

(protected object) 2! POP(Protect Object Policy) %=

B3 ¢wAE(protected object). ACL % POPES #8317 9
3 ARl AR} AA2 AGE Fofol| AMESRE AA] AlZH]
Z1e] =2] #A|. POP(Protect Object Policy) 2 B3& oH
AE F7Kprotected object space) =

AR (replica). TR AMe] TelEe] AL ESH= A,
AL A Ee H AR A1 HolE FAge B

ileE oo

Aal7) $l8) Ave IR,

Belol=(blade). olETACK FY Al B THILE A
e Tas

nj=LU 2 ¢lele] S E (business entitlement). kol 3+ A
g 8AollA AR e AR Z0s AWshe AR A

3 Aol HE &4

A}
AH82L dIx|~ER|(user registry).  EIRIZEZ|(registry) =2

AMgAHuser). O 7HQl, 2, ZEA|, tple)x, T2
IZEZ T AlZEA AFEhs AHIAE ARSI BE )

Ql, 2%, mRA, Thlols, TERY, TRED Ei A2

Alalx(service). Aol RS 2] Al TlolHE B
WA A8 91 degt @A oA (#E AW, HTTP
Server, 22k 93 AW Bl P2 AEellA), B H3%E 2
WY M E= Z2A| AL ARl 5 JlFUTh

4

d BZ(attribute list). HIRS A7) 8l ALgS= &

il hl
B} ANE TP PAH B 4 BRL ofF = g Ao
= AR,

2-7lnK(schema).  ElofEllo)2 F2=5 skl Awdshs %
T AlER, HolE Aol dojz EdHUT. dAF Hlofepol~
oM 27IWk= ElolE, 7 HiolEe| BE, HEg} Hoks 1o #
AE el

AlZX9)= FE(trusted root). SSL(Secure Sockets Layer)
o4 CA(Certificate Authority)?] 3-8 7] 2 <I3d 1 o]

=

=]

o}

k& sHencryption). AlEl HQloA ) HlolEE o4& 3|
& ZEAANE ARESl] B 4 R deiet Jejlz Wt
= ZAA

ot (cipher). 712 AR83k] BE HoBR HIHYE 3i5)4

7 ol 9 & YT A Hole]

|2 PFgHaccess permisson). HA| LHAEC Hgsh= Y

Az~ Hgk

M2 Ae](access control). AlZEl HRlol|x] Hglo] = A
BARto] Ajto] Fojgl a0 AlzE] Aol AT = gl

55 HASE Z2AM2

A% 2 A (role assignment). AR} ST Gt AHojH <
BAE ) 2Hg WAl B3RS Zhs A, AREARIAl 9

s Ak Z2A

33t &Xdskrole activation). &stol] A~ PIS 2L3=
SIEA| A

¢ (connection). (1) HlolE FAlolx] AR HES 918 715
A Apolel] AAsle A (2) TCPIPIA A 4= e Tl
olf] 2EY WG AHIAE AlFshs 7 MY ZRES oFE
Ao Atole] A=, UElelA Ade & AlHle] TCP olF
ZAlooA T A|2Ele] TCP ojZajAloldos Fshct
(3) A=l BAlollA] F Al2Bl Ale] mE Al2-Bla tialo] 2 A}

o] FlolElE MFT 4 9= HA

- Hsgk AMw]x(external authorization service). Tivoli
Access Manager A3 278 A|919] IHE ofEgAlold T
7 BA d3 2L Sl AR o e dg AP HER]
2781 A4S dF ADKE ARE3t] ol2fdk AR|I~E 7T

& ik

1

o g ot

<o} Fll(response file). ZEIANX QA5h= ZRo| T=
Aol 57 MES x3teiH, & Well s ke st

=t ARgEE 9

IFA(certificate). A5 Holol B 718 B A7
o) Do) MlRI=S] Q1FA R4 UAST F USSR o

Ad BA. Q1EAE CA(Certificate Authority)ollA] 2HEshc).

o1+ authentication). (1) Alz=&l RBekolA AR&A}L ID = A
BAe] QEAE 2~ AR RIsh= A (2) AlEl Helo
A HAAPE W7 e EEA BkEA] ERlskE 2L (3) A
25 Hebol A AR AlE e HE ARle] ARARE ERlst

gl 77



7SIl AMBSRE ZRA TF 24 95 HIEND S o

<{(authentication) 2 A ¢l5(authentication) =

e,
t

Sle}o}]EHE Ajn)2(entitlement service). ZEA|
AE2] o s 2HE JERIEHES 2EsP] 9
She A APl TR Zel9l QERISHES BE
202 219 AR} oAZEA A ABISEAY Uzl
Aol ARESE] el ZeAlEe] Ak ARl ST of
Al B4 dlolEdUth. 1S A ADKE ARgsle] o

23k ARl=E e = dFUH-

X

=2

ﬁ
A r
ok r[
Koo 4y A

H,
o

i
p

e |

SIEjolSHE (entitlement).  2JFslE X3t policy ARE x3
sh= dlofE] 72 Adklls 54 ofFeAlold oz ofsiE 4= Q)
£ o= gaslE 7% B policy HloE} syt

ClE]Yl =23 (Internet suite of protocols). SIEJSlolA
ARESE] $13l 7PE]e] IETF(Internet Engineering Task Force)
£ 53l RFC(Requests for Comment)2 3718 T2&F AE

2}

2Fs Ad=(silent ingtallation). TIARIE Fol] BUR] ekx]qt

Aolrk= dole) Y Sl S AL AT 5 YLk

S5 ¥1Y(response file) =z

2H 2 BAE(resource object). AA WET ARl AH]
2, T gl ZRTO)0] A

2 S5 (sdf-registration). AREAP} H Q3 Hlo[HE YT
T o TRk T glo] 5% Tivoli Access Manager At

1 B 5 g ZaAs

Auloj(suffix).  2AZ Bfske tE= A oA @ 9
-5 AlEl= 1 o]E. LDAP(Lightweight Directory
Access Protocol)ellx] AMEEl= oA ol g4 Wl o= <5,
o] Hulol= tdED A T2 el thE BE 3=l 28y
Uch tEEs] Adls 242 Rass tuEs] A= 1= 7}
2k Adshe g Y] AHvlort & FUTh

Zx](action). ACL(Access Control List) @3 &4,
ACL(Access Control List) %=

7}

ZAe|ol] @ HAE (container object). SHAE FZHE Wxo
7% regiondl] ISR T2 214

F)(cookie). A7k SefelRlE Al2slel AL F4 A
o] sk gu. Tl Aeirk Felolieel Tig 54 A
BE 719% 5 gl Tk

7] 2A 7hs(scalability). Aol HAlzsh= ARBAL ] 5
Yol SR Rt EYT AlzE s

7] dloJelul|e]~ s} (key database file). 7] F(key ring) 3+

7] (key ring). Al HRleA F-8 7], /1§ 7, A=

= O rELE] 5]
= FE B ATE ke vl

7] %4(key pair). AlzH] EHlld &8 7] 81 /NS 7). oF
Zajol] 7] e A ), FAAE B8 7S ARSI HlA
S dEslelal, ks G 718 AR8ste] WARIE dE
=gyt Aol 71 42 AR ), ABARE 7IR1E 71E A
Bsto] MAA] BAE dEstelal, lAkE 58 718 ARSte]
A RIS S8l HAA EAE dE siERUTh

7] IFd(key file). 7] Y(key ring) F=

7)(key). Al HtoA tlofe] s} B b dlE-s fIsl
o3t darglgollr] AMgshe g 715 g Fl(private
key) 3! &-§ Zl(public key) 3=

g}

E(token). (1) 272 FAlA ZH|oldo] A= HF
A Ao} sl s FAISE] S8l vlole] Zgjold Tt <
Ao A== #3715, 29| tloly ZH|oldell= i)
Aofslz] el EF-e 53kl AR 713} lsuth BEE
A A dEle 54 WAA = HE fEdynh (2)
7e] SAHLAN)oIA 23 wixleh @] tirlel Ztol] e
© HIE Al B34 dolert 57k e, o] EEe 2

o] Huch
5}
F-(portal). 54 AREARe] A2 EIRS 7o R EA AL

7L A 7PsE U A B2, e Ee Apl)e) A
87 He) B R0 A B U Al

2

TR

ry

F=)(polling). Blofele] 2% g AP Sis) lolelle]
28 O FABRE ZaAx
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3}

32E(host). UYIEHI(: JEU E= SNA HESLZ)|
Aslo] gl 1 WEge] AHLShe AHe AR A,
G soEs W) wj) UlESlme] $9 A5k Aol A
BT 4% YU, FAEE FolIE A, e A 2

Zololee} A ET7l B 4 U,

A

ACL. ACL(Access Control List) %=

ACL(Access Control List). AlZ~El HQboA QHAE]
A = Je B FA9 s A2~ dg-s 2P8ske 28
HES} Al 5. o 501, ACLE 3ol A= -
e ARBAE APsiar o] Tpde sl AR 7EAAL e
MM~ Fghs APEshs THYy} AvkE EEYUT

B

BA. 7l Ql5{(basic authentication) =

C

CA. CA(Certificate Authority) 3z

CA(Certificate Authority). <SISAE

CA(Certificate Authority)= Q154 &Rkl 1D}
oflAl ARE- Hgle] Fojdl Aul2 QIF, A 1FA] g, 71E Q)
A APEE, AR E3ke] O ol gls AREAY] QISA H)

7] & TR

CDAS. CDAS(Cross Domain Authentication Service) %=

CDAS(Cross Domain Authentication Service). 7]&
WebSEAL <% W UEL, Tivoli Access Manager IDE
WebSEAL®l 2Jdsh= AR8AF o] 242 i 7FssH|
she 3 ghelBde] mAUSS AlEdhs WebSEAL AfH|Z.
WebSEAL #=

CDMF. CDMF(Cross Domain Mapping Framework) &=

CDMF(Cross Domain Mapping Framework). 77}
WEebSEA e-Community SSO 7158 AM2SF w] AREA} ID 9
3 2 AR £ AEE ARgAlel B Aefd = Al sk
7 JEFH o)

CGI. CGI(Common Cateway Interface) #=

CGIl(Common Cateway Interface). HTTP £7< 53l ¢!
Aol oZejAoo R AHRE ddsh= ~2IHEES Hols}t
7] $18F Ul #E Wihe] A9 nREZ UL CGl 2~
HES 2THE doj(ofl: Perl)2 2Mde CGl Z=2T51duth

D

DN. 9 o]&(distinguished name:DN) %=

E

EAS. 2B Hgl AH|(External Authorization Service) %=

F

FTP(File Transfer Protocol). QIEfl ZZEZFoA Al2~E]
o} T2-E Aolol] theF dlofE] Y-S HEBE] 913 TCP #
Telnet MRS ARSShe ofZEold Al Z=2&F

G

GSO. GSO(Global Sgnon) 3=

H

HTTP. HTTP(Hypertext Transfer Protocol) %=

HTTP(Hypertext Transfer Protocol). SIEMl ZZEZo
Al SlOlHEINE ZAME HFStL HAE] Qe ARgshe =
EZ

IP. IP(Internet Protocol) %k
IPC. IPC(Interprocess Communication) %=

IPC(Interprocess Communication). (1) ZZ1380] AZ ¢
ofelE TSkl BG5S ISk ZEAI AlukEo], As
2 YR wAR] 7 ZEA 3 B4 FE EdUTh (2)
ZEAI2T} T AlZE Y B UESSE B te =2
Aot MR BAE &+ =T ke &3 AA HWAVE

IP(Internet Protocal). SIEYl Z2EZA HloHE HE
A3 e e ddd VESAE B3l SeEskaL 9 =
EZ Al AA MESA Alele] A 982 ske A gle
ERES



J

junction. ZEENE WebSEAL Auje} widi= < ojZa)H
opd AW 71e] HTTP %= HTTPS ¢4, WebSEAL-S junction
S ARgEl] Wil A Tl BE AElAE AlFSAl FUh

L

LDAP. LDAP(Lightweight Directory Access Protocol) %=

LDAP(Lightweight Directory Access Protocol). (a) X.500
2ES AdslE v E el I 5 e A AlEsh]
23l TCPIPE AMEslaL, (b) T ExIgt X.500 DAP(Directory
Access Protocol)?] A Q7ARRS S AN 22 EE
LDAPE ARgsle olZ2PFlold(HEER] ARE- 715 olZEiAo]
Aolghars 3he 7iQl B Ao gk AR (4 x93
Fh, FE 7] B A B A o) s ol F
% dlofE] A= tdERE AR = JFUTh LDAPE ¢
g RFC 17779 XAl U¥SUTE. LDAP Hd 38 RFC
22519 AR} glom, IETF= AlsiA 591 25 715l ol
3 A7skar JFUTE IETFOIA “gofst Y5 LDAPS ¥ 2~
7lk= RFC 2256004 & 4= d5Uth

LTPA. LTPA(Lightweight Third Party Authentication) =

LTPA(Lightweight Third Party Authentication). <IEM =
w2l Yol &5l e S AW AIEE AR e AR 22 518

sk Qs ==

MPA(Multiplexing Proxy Agent). oJ2] S2jo|dE A~
E xHsk= AClESe]. o] AlClESolE 1+ STo|dETL
WAPZ ARgER] 1ol TH|Qlo)] x| ~8k 79 WAP(Wireless
Access Protocol) Alo|ES)olglas ST} AlolEgol= )
Aol Tl 21Fd AdS Ak, BE SEoRIE 84 ¥

392 ol Ade Fal BT
P

PAC. PAC(Privilege Attribute Certificate) =

PAC AJn]x(privilege attribute certificate service). AFzlol
JHE F2lo] PACE Tivoli Access Manager @S ARZE, &=
= I YR wdsle dgk AP HER] SEelE TRl
olgigt Al Bt EwRle] ThE AAolAl Akl sl
Tivoli Access Manager gt ARE I7 145U AL 735-

o= AREE 4= UL 12 A ADKE ARESIo] o]
3k MulaE AgE 4= QFuUth. PAC(Privilege Attribute

Certificate) 3=

PAC(Privilege Attribute Certificate). ZTAIF(AREAD2] QI
S} W3 wof 4 R TS| 7Pe g Fee o
Ag £A

policy. @] Aol 2 8sl= & HE

Policy Server. 1<t ZrRlollx] ThE Aol gk H4%] AR
2 §ARS8R= Tivoli Access Manager A1H

POP. POP(Protect Object Policy) 3=

POP(Protect Object Policy). H& QBAE] Mg 4=
UEE ACL policy’} &1-83k= 22l F7F 2018 A 83h= 1
3k policy 3. POP 2712 #8sl= 2 A Belxle) 2
YTt ACL(Access Control List), 2% @ HAE(protected
object) 2! H& QHAE FrNprotected object space) =

R

RSA ¢ks3l A 2~BI(RSA encryption). ¢F&s} 9 Q1Zo) A}
L3= 8 7] 953} Al2~El 19773 Ron Rivest, Adi Shamir
5l Leonard Adlemano] ofsil 31kl 458} AlZEliYTh
Mol F a7ak 58 Eslishe ofetee] Aol welh, Al
gl 1Qto] gyt

S

SSL. SS9 (Secure Sockets Layer) %=

SSL (Secure Sockets Layer). 521 Zelo]HAIE Algsh= B
o ZRESR SSLS Fol)lE/MH ojZgAlelde] &4, 14
g AR QEE BB fEl vREoiRl o g BAlE 4
oAl FT) SSL-S Netscape Communications Corp.2k RSA
Data Security, Inc.ol|A] 7T

SSO. SSO(Single Sgnon) =

U

URI. URI(Uniform Resource Identifier) %k

URI(Uniform Resource Identifier). =+ olE(TidEe] @
Y olF), A SR(HHE 9 7Y oge] = Al 9

A2 A P TREHE: HTTPS Egste] leple) 2
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=g AEely] Sk AgEE FAD URIY @ dzt 26

g A X AR, S URLe] kg4
URL. URL(Uniform Resource Locator) %=

URL (Uniform Resource Locator). Al28l T== QIEUl} 2
S YEYI(4: JE)olA AR ALE FASR= BAF AlEx
o] BA} AlfollE (8) AR Aol AMslr] Qs AResi=
xREZo| Zokgl ol (b) AR LS ] o) ZREF
oA ARBsh= ARV JFUTE g S0, IEU g 2Eq
Al o5 ThRRE AR Aol dA|lzsl] dl ARSShE ZE
EFo] S0k olEUTKl: http, ftp, gopher, telnet 2 news).
IBM & #o]x]e] URLL http://www.ibm.comyuUch.

W

WebSEAL. Tivoli Access Manager E&|0]=. WebSEAL-S
B35 QBEAE Z7lol| B2l policyE ALsl= 1459 tE ~
= ¢ AHYUYSE WebSEALLS = AR & &7 Al
slar wielle g ofEEjAlopd A S ELL policyell )t

% gk

i

WPM. WPM(Web Portal Manager) %=

WPM(Web Portal Manager). 2<F =r|lellA Tivoli Access
Manager 712 2 WebSEAL XS} policyE #=sk] $lsl Ak
S3k= 9 7IRF T2 oZEA el pdadmin HEE QJTEH
ojz~ol] thel theko 7, o] GUIE 97 #At IAAE 7153t
Al skaL, FEAPE A" AR E=rRlE Zgste] o] Tkl
of {1 FEE AR = Al T

401 81
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